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Abstract 
eLearning is a technology that is expected to change the whole process of education 
system. It is an emerging area of research with well diverse areas of interest from 
students, teachers, parents, professionals and companies. In our research, we have 
identified some of the key research issues such as, personal learning, pedagogy, accuracy 
and authenticity of the contents, tools and technology, teaching practices and sharing 
knowledge globally with limited/unlimited security.  Moreover, from business side of it, 
there is potential interest form the business community as Global Industry Analysts, Inc.  
studies suggest that Global eLearning Market to reach $107.3 Billion by 2015. In this 
research, we have developed a Personal eLearning System (PELS) is an eLearning 
platform that enables individual learners and groups of individuals to enhance their skills, 
expertise and share knowledge socially. The application can be used at personal level or 
as a service via the Internet or Mobile devices.  It provides facilities for content creation, 
sharing, deliver intelligent tutoring services and offers personalized lessons.  
 
Content authenticity and correctness is one of the important challenges in eLearning as 
there can be many solutions for one specific problem in the cyber space. We have 
demonstrated our unique methods using weighted bipartite matching and graph partition 
to provide optima solution to a problem. We used an efficient algorithm to partition 
question-answer (QA) space and explore best possible solution to a particular problem.   
In this research, we have also studied Big Data Analytics and how this could be applied 
to eLearning. In eLearning space, intelligent tools are necessary to capture, convert, store, 
 
 
 xix 
search, secure, analyze and visualize those data sets to understand students learning 
behavior; student’s interest on particular subject and then intelligent decision on the 
student’s future major and carrier could be advised through machine learning approach. 
We have presented an eLearning Analytics Ecosystem and Framework for eLearning 
Analytics in our research. We use statistical methods of confidence interval and 
hypothesis test to verify the trustworthiness of weights in the bipartite graph that has been 
developed in our research. At this stage, a company called sBIT in US is planning to 
implement this concept. 
 
As the eLearning contents are getting exposed and shared over the digital media, the 
learning industry is concerned on Digital Right Management (DRM). It is an important to 
use DRM technologies to prevent unauthorized distribution of digital contents and 
unlawful access to copyrighted materials, e-books, personal learning records, or even 
payment information through electronic media. In this research, we have developed a 
framework for security and privacy for Personal E-Learning System (PELS) and Digital 
Right Management (DRM) in the context of social network. Our DRM framework will 
allow users to share contents in a secured manner and to avoid any kind of fraud, 
counterfeiting and content abuse.  
 
 
 
 
 1 
Chapter 1 
1 Introduction 
1.1 Introduction  
Any traditional learning method involves learning materials, instructors, and questions 
and answers in the class or privately.  In general, a student may like to develop organized 
class notes, problem solutions, create, verify and share content with peers, get access to 
instructor’s resources, access to expert database, manage self-testing environment, access 
to tutors and subject matter experts. eLearning is the process of accessing any or all these 
resources for learning using electronic media and information technology (IT) in an 
efficient manner.  eLearning may involve electronic media in various forms such as, text, 
audio, video, computer, mobile device, Internet, World Wide Web (WWW), Mobile and 
Web Applications. eLearning can be either in a classroom or outside of the classroom. 
But, the objective of eLearning is not to replace the traditional classrooms. eLearning can 
work as a complimentary vehicle of classroom education that can co-exist in the class, 
enable flexibility and a powerful tool for the educators and learners in real time. 
eLearning is a fast growing market worldwide in the academic, corporate and personal 
level. According to Market Research Company, Global Industry Analysts, the global 
eLearning market is projected to reach about $107.3 billion by the year 2015 [GIA10]. 
This is an interesting proposition for all who would like to develop, share and sell 
eLearning applications and contents. People are now looking at new ways of learning and 
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sharing knowledge. With new devices like, iPads, it is easier for all to have accessible 
learning materials. However, it is necessary to address some of the important issues in 
eLearning environment such as managing the flow of documents/contents, correctness 
and authenticity of the contents, security of the contents, managing the intellectual 
property rights of the contents and the bottom line (fees/charges to use). Moreover, it has 
to make rewarding and business sense for the contributors for their time, effort and 
talents they would have invested to make this field sustainable and better in terms of 
quality, accuracy and authenticity.  
 
1.2 Background 
eLearning has been changing the learning and teaching methodologies from class room to 
a mixed classroom and online and to a fully online or distance or cloud mode. There have 
been many technologies developed in recent times on eLearning that either helps the 
teacher or a learner in many different ways. Many of the lesions are delivered through 
YouTube that has generated lot of interest in all over the world. Many of the startups 
have been created in the past few years that have been active in delivering eLearning 
tools, applications, contents and services. Some of those are free and many of them are on 
payment based.  Another important development is that many publishers have started to 
support eLearning.   This is a very encouraging sign that less paper needs to be printed 
(reduce printing cost) and thereby eBooks could be provided at low cost. Moreover, this 
helps the learner to manage the digital library and learning plan in more elegant manner. 
However, question arises how the contents could be maintained with integrity, 
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authenticity, copyright and Digital Right Management (DRM). They indeed are open 
issues as of today and subject of research problems in eLearning. 
1.3 Personal eLearning in Social Context  
Our eLearning (called PELS) platform provides problem-solution space to the users and 
allows users to share them in social network. For example, John has a calculus problem; 
he is stuck and looking for solution. He uses our database to find the solution. If he 
cannot find the solution, he can call PELS hotline or post the problem. Then, PELS 
expert helps in getting the solution done. John can share his problem and solution with 
his peers using social network. PELS will also provide access to authenticated content, 
SME support and allow sharing of “problem-solution” with peers using social media.  
The objective here is not to replace the traditional classroom and paper based system. 
However, PELS Apps will provide a value added learning environment for students who 
would like to learn the subject in shorter time with most effective manner and thereby 
excel in the tests. PELS will reduce the learning cycle time, improve quality, and allow 
sharing resources to peers. Students are moving from traditional paper based notebooks 
to tablet for easy access and sharing with peers. PELS will complement conventional 
classroom instruction through its application software and services, such as its “Tutor on 
Demand” service. Tutor on Demand will link students to educators/SMEs in real time 
plug- and-play PELS Apps will be deployed on web servers, tablets PCs, and Smart 
phones. Using the PELS social network and its SME support, the quality of solutions 
provided will be better compared to traditional learning practices. PELS provide the 
concept of eLearning in social context with the use of multimedia devices. eLearning 
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leverages the use of multimedia messaging services, visualization technique, Voice Over 
Internet Protocol (VoIP) and location based services technologies.  
 
Figure 1.3.1 Social eLearning with Technologies 
 
1.4 Market Trends 
eLearning is a rapidly growing area in learning technology that has generated lots of 
interest in recent years. Now, eLearning market is not limited to the learners on online for 
additional knowledge gathering. It is blends itself from traditional classroom, intelligent 
tutoring, and online learning and even to the corporate sectors.  It is even getting popular 
to the publishers to create eBooks to reduce the cost of publishing and provide easy 
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access to the contents. In this context, technologies are playing a vital role in making 
eLearning much more popular. 
Here are some of the technologies that eLearning is making best use of it:  
• Cloud computing 
PELS platform can run in public cloud.  Cloud computing can be used by teachers 
and students to access to eLearning platforms and share contents. By running 
PELS platforms in public cloud, PELS helps students remember homework and 
other assignments. This can provide access to more contents and resources 
without physical presence to the class or without interaction with the teacher from 
anywhere at any time.  
• Mobile devices 
Blackberry, iPhone, and Android are among the most common mobile device on 
the market, and each has its own software platform. Since many applications are 
being developed for these devices, more students and instructors are shifting to 
these devices for getting access to all available applications and for 
communicating with each other. It is estimated that over the next two to three 
years there will be increasing demand for these devices for eLearning and 
classroom-based activities. 
• iPads 
iPads became popular among consumers as well as educators. In recent years, 
iPads have made their way into the classroom. By now, many schools in the USA 
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and Europe have been able to provide iPads to their students by getting funds 
from public and private sources. This can encourage other schools across the 
country to implement iPads in the classrooms.  However, some people may have 
strong opinion against using those devices in the class. But, in general this could 
be a motivating and exciting to students by using the modern technology in the 
classroom. This makes learning process more dynamic and interactive. The iPad 
is very easy to use and can be employed for web browsing, taking notes, playing 
educational games, and monitoring grades, which will result in saving time and 
providing more efficient feedback for both parties. Many schools still prohibit 
using smart phones and iPads in the classroom, but recent adoption of the iPad in 
some schools across the country may signal the end of restraining these devices. 
• Social networking  
Twitter and Facebook are becoming more and more popular tools for student 
collaboration around the globe, and these sites will also help students for online 
education.  YouTube has been providing a great deal of services for learning. 
These Social Networking platforms are playing an important role for people who 
want to learn basic concepts to complicated stuffs. Many academics started using 
those platforms to share their knowledge and experience to the whole of learners. 
These social sites can be an efficient method for eLearning that will allow many 
students who cannot be in the classroom during the lesson for many reasons. 
Students should be able to access to the PELS platform through these social 
networking sites. 
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• Electronic text books 
Interactive textbooks are popular in both classrooms and in eLearning and can be 
a substitute for traditional textbooks. They can share photos, videos, and audio 
clips. Such devices will allow users to make necessary notes and mark to the 
contents for future review.  The electronic textbooks do not help students to 
escape from school electronically; it is an additional tool that helps students to 
access applications such as PELS and download the app into their devices.  
• Adaptive learning  
The next substantial change in the eLearning industry is the adaptive learning 
[ABB10] where the eLearning platform will offer the students the lesson based on 
student’s level and needs. This is much more like a private setup where students 
will take the courses on their own pace without interacting with others. However, 
the technology is not much mature yet to have such kind of adaptive learning 
environment. 
•  Screening student progress 
Tracking student progress has many benefits. First, it provides private access to 
students on his/her performance data through a personalized portal, which 
requires a designated username and password. Second, it easily notifies parents 
who are concerned about their children.  When they see that there are grades and 
assignments missing, parents will immediately know there is a problem and can 
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push their children to do their work. Online grade-tracking programs, such as, 
Blackboard allow parents and teachers to monitor students’ progress. As the 
demand for these programs increases, developers are designing more of these 
programs in order to be available for online and offline courses.  
• Online summer school 
The online summer school tools will enable students to access the PELS platform 
so that they can get help in the subjects with which they are having the most 
difficulty. This program is also effective for students who would like to earn extra 
credits so that they could graduate early or could cover the missing courses at 
their own time. 
1.5 Categories of eLearning 
Hybrid or Blended eLearning: This refers to using electronic devices (laptop, PC, tablet 
PC, Smartphone, etc.) and Software Applications in the classroom to support the learning 
process with modern technologies to make it more effective and reduce the traditional 
classroom time. The objective is not to eliminate completely the classroom interaction 
between teacher and student. Traditional schools and teachers like this model of 
eLearning. Many of the schools have been effectively using the hybrid approach. Many 
Apps are playing important role on this. 
 
Distributed Learning: This refers to the eLearning components of Hybrid or Blended 
learning. This is fully online or on distance mode where the leaner can access to the 
contents or virtual class room remotely. The leaner can take a course or take a test online 
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or at their own pace. Many of the universities have been offering courses and degrees on 
this mode. This helps to reduce the cost and at the same time students can take a course at 
their own time. Many of the corporations line the “distributed learning” as it can reduce 
the cost of training a lot and at the same time it helps in increasing productivity and 
transparency to the learning system. Moreover, the mixture of online text contents, audio 
and video system helps in understanding the problem and scenarios in best way.  
1.6 Methods of eLearning 
Asynchronous Learning: Asynchronous learning refers to taking online course at 
learner’s own time and schedule. This method is very much effective for working people 
or people with family or who travels a lot and cannot take the course when it is offered. 
In this model, the instructors provide course contents (text, audio and video), 
assignments, projects and exams that could be accessed by the students at any time and 
from anywhere. The instructor can be contacted by email, discussion forum or through 
any other media. This method allows the students to learn at their own pace. This is 
helpful for students who are slow in learning. They can revisit and rewind the contents, 
audio and video of the lectures over and over.   
Technologies used in Asynchronous Learning: Online content database with text, 
audio and video, Email, Discussion boards, Social Network, Wikis, e-Portfolio, Apps, 
CD and DVD. 
 
Synchronous Learning: This refers to learning process where students and teachers are 
online at the same time at a given schedule. This is instructor-led learning event where a 
student is expected to be online during the time frame when the course or session is 
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offered. If any student misses the session then he may miss it completely or an alternative 
session can be arranged or he can access to the recorded lecture session and contents after 
the session.  
Each of the methods (synchronous and asynchronous) has their own advantages and 
disadvantages. Synchronous learning can provide real life classroom learning 
environment to the student. This has the potential advantages of face-to-face leaning and 
the interaction with the teacher and class. On the other hand, asynchronous learning is 
helpful to the student who wants to do take the course at his/her own time (say, working 
student). 
Technologies used in Synchronous Learning: This may include some or all including, 
Online Text Chat, Audio conferencing, Video conferencing, Web based conferencing 
(say, WebEx and Skype), Internet radio or Podcast and Virtual world (Education Island - 
live meeting, like, Second Life). 
Some people may like Synchronous mode, as there can be real time interaction between 
the students and the instructor. In this case, many of the clarifications, questions and 
answers can be addressed instantly. Moreover, there can be class participation direct 
interactions among the peers and instructors, people can offer multiple ways of answering 
questions, comments and participate in real life discussion. On the other hand, in 
Asynchronous mode, people have more freedom to take the course, manage their own 
schedule, lesion, review contents, as they like and one-and-one interactions with the 
instructors.  
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1.7 eLearning System Technologies and Current Trends 
An eLearning System can be identified a Linear or Collaborative learning based on the 
method and technology that it uses. Computer-based Training (CBT) can be identified as 
Linear Learning. Another method of learning that uses collaborative efforts and lots of 
user interaction is called Computer Supported Collaborative Learning (CSCL) [CSCL16]. 
Computer Based Training (CBT) [ET16]:  CBT oriented eLearning is the process of 
learning that uses computer or any kind of mobile devices (tablet, smartphone, etc.). In 
this process, the contents are delivered via a CDROM or through Web site. It is like 
reading a book or contents online. The user can take test in computer either using the 
local application or online in general with Multiple Choice Questions (MCQ). The 
software can provide immediate feedback to the student on completion status; grade and 
certificate can be printed as well.  CBT mainly offers self-study and taking test. It does 
not provide an opportunity to interact with the tutors or subject matter experts as such.  
Computer-supported collaborative learning (CSCL): CSCL is a process of eLearning that 
uses social interaction where students work together to learn and solve problems. CSCL 
provides unbound source of knowledge through collaboration. It leverages the knowledge 
and problem solving skills to the group and subject matter experts where knowledge can 
be shared among the participants. Another potential benefit of CSCL is that it can be 
implemented in online or in the classroom with synchronous or asynchronous fashion.  
CSCL encourages teamwork which supports “eLearning 2.0”.  CSCL uses wiki, blogs, 
cloud-based services, Google Docs, Drop box, etc.  The main advantage on this is 
knowledge and creativity sharing that encourages people to contribute to the learning 
community. 
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Web 2.0: Web 2.0 is a tool that allows collaborative works among the students and 
teachers to share ideas and work together in the classroom environment. It uses blogs, 
wikis and any kind of social networking media in the class. This kind of collaborative 
tools helps the students to enhance their skills and solve problems in an efficient manner.  
Classroom 2.0: This is called an online Multi-user Virtual Environments (MUVEs) in 
which various schools in the globe can be connected to learn and share knowledge 
together. This kind of collaborative learning connects multiple schools together and 
enables knowledge sharing and cross cultural interactions.  The technologies that can be 
used in this context are Bloggers, WebEx and Skype. 
eLearning 2.0: eLearning 2.0 is considered to be a type of collaborative learning that uses 
the concept of Web 2.0. Unlike from traditional eLearning System (teacher and student 
based learning), eLearning 2.0 emphasis on using Social Media and applications like, 
blogs, podcast, virtual world (Second Life), etc. The nature of this type of learning is 
more on conversation on the problem, action and interaction among the learners through 
social media. One of the objectives of eLearning 2.0 is to teach others and share 
knowledge with anyone. 
Personal Learning Environments (PLEs): This allows personalized learning environment 
with tools for organizing contents, manage learning schedule, interact with peers, share 
the knowledge, take tests and manage students’ record. This is more virtual and private in 
nature.  This thesis works mostly emphasis on PLEs. In the following chapters, 
discussions will elaborate more on this subject. 
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1.8 History 
In ancient ages, people started learning using various kinds of abacus (counting frame). 
Then, people started writing on plant leaves, slates and blackboards. These are then 
followed by the introduction of papers and books that played an important role in 
learning. The revolution in learning through digital media started in early 20th century 
through the use of educational videos and by Pressey’s teaching machine [SP16]. In this 
case, the defense industry played important role and was ahead of the game. The soldiers 
were introduced to learning technologies during World War-I and II through film, code 
language and overhead projectors. The concept of hypertext was introduced in 1945. 
Slides projectors were used during 1950s by the educational institutions.  
During 1960s, the University of Illinois, USA first introduced remote computer access to 
the course materials. This allowed students to access recorded course contents.  
In early 1960s, Stanford University, USA started experimental computer assisted 
teaching to schools around Stanford, California area on Math and English. 
During 1970-1980, a number of books were published on learning through web media. 
During that time some of the colleges in the USA and Canada started using Computers 
and Television as a media for delivering lectures and learning.  
By mid 1980s, many of the colleges provided access to course contents in the library 
through digital media.  This facilitated Computer-based Training (CBT) or Computer 
Based Learning (CBL) for students. 
The revolution in digital communication and networking was started in mid 1980s. This 
has largely been enabled the new ways of learning through distance education using 
computer network to enroll for courses, access to course contents, lecture audios and 
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video. This can be considered as early days of eLearning that can be referred a Computer-
based Learning/Training (CBL/CBT). This sometime can be called to Computer 
Supported Collaborative Learning (CSCL). The notions of CBL, CBT and CSCL have 
been a revolution in eLearning and sharing information across the globe at any time with 
unlimited scope of learning for anyone anywhere in the world. 
During the years of 2008-2009, video conferencing became popular access in the US and 
Canada as an educational technology. However, the quality of audio and video were not 
that great during that time. Moreover, there were logistic issues to setup studios and at the 
same time it was expensive to setup such labs.   
With the revolutionary development of World Wide Web (WWW) in 1990s helped the 
development of eLearning by creating online digital contents, web based tools and access 
to those by the students and teachers.  Once the Internet communication speed and 
bandwidth has increased in early 2000s, many of the K-12 students adapted online and 
distance education. Teachers started putting course contents and assignments online. 
Students were able to submit assignments in online and take tests online.   
Today, majority of the schools and colleges use digital media as a major vehicle for 
providing education where interaction between students and teachers happens through 
computers. Most of lectures notes are available online with audio and video. This allows 
flexibilities to the students for learning at their own schedule through the support of CBT 
and CBL.  Modern technology also helps in building fewer classrooms, printing fewer 
papers and reduces cost through the use of online and mobile media. Moreover, 
technologies today allow users to access to a virtual classroom at any time and from 
anywhere.  
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1.9 Motivation for the Research  
eLearning is expected to change the whole process of education system in general in the 
future. eLearning is an emerging area of research with well diverse areas of interest. 
These include some of the key research issues such as, personal learning, pedagogy, 
accuracy and authenticity of the contents, tools and technology, teaching practices and 
sharing knowledge globally with limited or no security.  Other significant aspects here 
are on how to manage the rights of the contents or Digital Right Management (DRM) and 
monetization so that it makes business sense for the contributors for their time, effort and 
talents they would have invested to make this field sustainable and better in terms of 
quality, accuracy and authenticity.  Until recently, there has been a considerable research 
and development effort in eLearning tools, devices, technology, content creation and 
delivery. However, very little research has been done in eLearning content authentication 
and DRM. In this thesis, we present a novel framework for eLearning called Personal 
eLearning Systems (PELS). Content authenticity and correctness is one of the important 
challenges in eLearning as there can be many solutions for one specific problem in the 
cyber space. We use graph based mapping, partition and weighted bipartite matching to 
solve authentication problems and guarantee the correctness of solutions. As for DRM of 
eLearning contents, we use combination of public and private key protocols with our 
framework, PELS.  
1.10 Research Objectives 
The objectives for this research are to develop a framework for eLearning platform with 
content authentication, validation and Digital Right Management (DRM).  We propose 
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the framework architecture, authentication algorithms and DRM protocol; these are 
discussed in detail in the following chapters.  
We use graph theory approach to authenticate and validate the correctness of a content 
for a given problem-solution space.  Further, more we use statistical models to verify the 
reliability of our solutions. A prototype on eLearning platform has been developed to 
validate our proposed concepts.  
We study the cryptographic technique and how this could be effectively used in case of 
securing eLearning contents.  Our objective is to use the DRM protocol to secure the 
contents therefore contents are shared responsibly and integrity of the contents are not be 
compromised. 
1.11 eLearning Technologies 
elearning technologies have made great momentum in recent year with the advent of 
some smart device and applications. These have been encouraging to content developers, 
problem solvers, academics and publishers to share resources with the global community. 
A lot of instructional material has become available to learners to develop their skills and 
prepare them for new challenges in jobs and increase productivity and innovation. 
Computer and information technologies are more integrated with all levels of users 
including students, teachers and people in general though various social network and 
open learning program. These new ways of blending technologies are opening doors to 
learning, delivering and sharing learning materials by subject matter experts. eLearning 
technologies are innovative methods to interact with tutors and students at anytime and 
anywhere in the world.  
Here are some of the eLearning technologies and tools currently used: 
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• iPad 
• eBook 
• Electronic Portfolios (ePortfolios) 
• Electronic Performance Support System (EPSS) 
• Personal digital assistants (PDAs) 
• MP3 Players 
• CD-ROM 
• Web sites  
• Web 2.0 tools  
• Discussion and bulletin boards 
• Collaborative software 
• Email 
• Blogs 
• Wiki 
• Chats 
• Computer aided testing and assessment 
• Educational animation, simulation, and games 
• Learning Management Systems (LMS) 
• Podcasts 
One important application is LMS. A LMS is an application that is used to deliver, track 
and manage an educational environment. LMSs can have wider applications including the 
managing of educational contents and distributing courses over the Internet, and offer 
features for online collaboration [ETIW]. 
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Another important technology along with LMS is called a learning content management 
system (LCMS). This is an application for authoring, editing and indexing eLearning 
content (courses, reusable content objects). An LCMS may be solely dedicated to 
producing and publishing content that is hosted on an LMS, or it can host the content 
itself. 
 
1.12 DRM, Content Security and Authentication in eLearning 
DRM in eLearning addresses the Intellectual Property (IP) Rights of the learning content, 
documents and services. DRM enforces on binding legal rights to the artifacts so that the 
IP law covers every party involved.  
Some of the DRM terms that relate to eLearning content security and privacy as 
mentioned in [DMPR03] are as follows: 
• Intellectual Property Rights (IPR):  
As per WTO 2003 guidelines, IP right are the “rights given to people over the 
creations of their minds” This refers to providing IP ownership (such as, 
copyrights, patents and trademarks), which could be given to the inventor and/or 
his/her organization 
• Digital Right Management (DRM):  
DRM enforces license control by the use of copy protection, encryption, password 
protection and security devices. 
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• Right Expression Language (REL):  
REL refers to the format of expression language that can be understood by the 
content sender and receiver applications. 
• Enforcement:  
This refers to putting certain restrictions on the content that prevents the user from 
undertaking that task (e.g., a course note in the instructor site can only be viewed; 
not copied or printed). 
• Role Based Access Control:  
This limiting access based on role (e.g., a group leader of the shared content can 
only modify the content; other members can only view it). 
• Persistent DRM:  
This means DRM remains persistent as the content moves from one device or 
network or application to another. Off-course, users credentials (password) will be 
used to provide access control so that the right person accesses the contents. 
• Rights and Permission:  
This means a user was given permission to use the contents under certain 
conditions imposed by the owner or right-holder 
• Trusted:  
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A system in DRM is called trusted if it passes the validation checks if applied to 
the system using security protocols (say, digital signature).  
 
1.13 Key Research Issues in eLearning and Security 
eLearning is expected to change the whole process of education system in general. 
eLearning is an emerging area of research with well diverse areas interest. These include 
some of the key research issues such as, personal learning, pedagogy, accuracy and 
authenticity of the contents, tools and technology, teaching practices and sharing 
knowledge globally with limited/unlimited with security.  Other significant aspects here 
are on how to manage the rights of the contents and make money (Global eLearning 
Market to Reach $107.3 Billion by 2015, according to a report by Global Industry 
Analysts, Inc.) at the same time so that it makes business sense for the contributors for 
their time, effort and talents they would have invested to make this field sustainable and 
better in terms of quality, accuracy and authenticity.  
There have been a number of research papers written on issues in eLearning covering 
emerging issues, DRM, Security, use of eLearning in personal and social network. The 
emerging issue in eLearning has been identified by [Bee05].  This paper addresses the 
issues in eLearning and pedagogy, designing for learning, and role of technology. At the 
end the author's comments is as follows: “The questions opened up by the e-Learning and 
Pedagogy process present a beguiling vision of what is possible, but the vision will only 
be realized if practitioners, researchers and developers find a way of sharing it”. This 
means that tools technology and a mechanism to share knowledge will play an important 
role in making eLearning more attractive. However, there is no clear recommendation 
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from the authors on the mechanism or protocol that could be adapted on the sharing 
model. 
eLearning in the context of social network and use of DRM has been discussed in 
[MTN08] and [GEKG07]. Digital watermarking technique has been proposed in 
[MTN08] by inserting a digital logo image that serves as watermark signals, in the audio 
stream of E-learning material. The authors in [GEKG07] suggested content sharing 
mechanism using fair use policy through network of peers and application of trust 
relationships. However, neither of the research adequately addresses the issues of 
accuracy and authenticity of content, its ownership, content management, learning 
management, avoidance of contents, plagiarism and financial model for the share. Our 
research will focus on those issues. 
 
1.14 The Importance of the Research Problem: eLearning Content 
Authentication and DRM 
Content authenticity and correctness is one of the important challenges in eLearning as 
there can be many solutions for one specific problem in the cyber space. DRM protects 
content creator, publisher and consumers to freely use the artifacts within the boundaries 
of a legal framework and safeguard all the parties from any kind of liabilities. It is 
important to have proper security and protection of the contents. At the same time, 
accurate and authenticated contents must be easily access able by the end user. 
The significance of an automatic and effective solution to content authentication and 
DRM has the following benefits: 
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• An efficient algorithm to partition question-answer (QA) space and explores best 
possible solution to a particular problem with information fusion and ranking can 
provide best possible solution  
• Use of subject matter experts (SME) or our expert database to get the most 
authenticated solution to a problem. 
• Use of statistical methods (confidence interval and hypothesis test) on the data 
can enhance the dependability and reliable of the results. 
• Guarantee the Security, Integrity and DRM of the contents with the combination 
of security keys and distribution protocol through technologies such as, digital 
fingerprints, digital certificates, product activation Code, private and public Keys, 
digital watermarking, etc. 
1.15 Contribution of this Thesis  
Here are our contributions in this Thesis: 
• Developed a framework for Personal E-Learning System (PELS) which we named 
PELS platform 
• Developed algorithm for content authentication using bipartite matching and graph 
partitioning approaches.  
• Developed a Framework for eLearning Analytics with statistical methods of 
confidence interval and hypothesis test to verify the trustworthiness of weights in the 
bipartite graph that help us to develop the eLearning Analytics system and measure 
the Quality of Results (QoR). 
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• A detail study on eLearning, content security, protection, authentication, use of 
Digital Right Management (DRM)  
• Developed a framework for eLearning Security in various levels (Student, Teacher 
and Administrator) and Digital Right Management (DRM) of eLearning contents. 
• Studied and developed a comprehensive implementation plan for eLearning business  
1.16 Thesis Outline 
This thesis consists of nine chapters which is presented as per the following style: 
Chapter 2 presents a comprehensive literature survey and current trends in eLearning 
research. It lays out the theoretical foundation of the research and identifies the issues in 
the area of my research.  
Chapter 3 introduces the architecture of our eLearning System called PELS (Personal 
eLearning System). Then, our proposed method in this research has been presented. 
Chapter 4 presents eLearning content authentication methodology using graph-based 
model called bi-partite matching.  Here, in this chapter, we also provided graph 
partitioning schemes and efficient algorithm for content authentication using bi-partite 
matching. 
Chapter 5 presents the validation methodology eLearning of problem and solution using 
statistical methods. Here, we use reliability and hypothesis test on the data to infer that 
how reliable or authenticated the solution or content is. 
Chapter 6 presents Digital Right Management (DRM) for eLearning content security. In 
this chapter, we provide the framework for eLearning content security using Digital 
Signature methods for DRM. 
 
 
 24 
Chapter 7 presents a case study on eLearning business strategies for our Personal 
eLearning System (PELS).  
Chapter 8 presents the conclusion. Here, in this chapter, we discuss the contribution of 
this thesis and scope of future research. 
1.17 Summary 
This chapter presents the basic foundation of our research work and identified the 
research issues. The motivation and importance of this research has also been elaborated 
in this chapter.  
In the following chapters, we will elaborate more details on eLearning systems, tools, 
technologies, content authentication, and DRM with related research works. 
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Chapter 2 
2 Related Work 
This chapter presents the literature review of this research work. First, eLearning 
Systems, Tools, Technologies, then content security, authentication and Digital Right 
Management (DRM) aspects have been explored. We have also presented the recent 
research works in these areas. Later, our proposed methodology has been elaborated.  
 
Section 2.1 depicts the IEEE Learning Technology Architecture (LTSA) based on which 
many eLearning Systems have been developed. Section 2.2 depicts the important 
elements of an eLearning System, Tools and Technologies. Here, provides the survey of 
the related systems, tool and technologies that has been reported until recently. Section 
2.3 provides the survey of the content security and authentication techniques and Section 
2.4 provides the survey of the current development and techniques used for Digital Right 
Management (DRM) in eLearning.  Section 2.5 describes our proposed methodology for 
eLearning framework, content authentication and Digital Right Management (DRM) 
approach for eLearning. Finally, section 2.6 summarized of this chapter. 
2.1 Learning Technology System Architecture  
In 2003, IEEE has developed a standard for eLearning called Learning Technology 
System Architecture (LTSA) [IEEE03]. This document provides a high-level architecture 
of a system or framework supporting learning, education, and training systems. This 
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document can be used as a guideline for high-level system design with various 
components to develop an eLearning system.  
Figure 2.1.1 depicts the high level abstract view of Learning Technology Systems 
Architecture (LTSA). This system consists of three major components as, processes, 
stores, and flows.  Here are the components of LTSA: 
Processes (Oval shapes): Defined by Learner Entity, Evaluation, Coach and Delivery  
Stores (Rectangular shapes): Defined by Learning Records and Learning Resources  
Flows (Arrow shapes): Defined by Learning Parameters, Behavior, Assessment 
Information, Learner information, Query, Catalog Information, Locator, Learning 
Content, Multimedia and Interaction context.  
Here, in this case, information is exchanged between Processes and Stores via Flows. 
 
Figure 2.1.1 IEEE Learning Technology Systems Architecture (LTSA) [IEEE03] 
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The Learner Entity could be represented by a learner or team or in groups. The learner (s) 
may use multimedia (text, audio, images and video) environment for data flow as input, 
his/her behavior or action as output and two-way interaction with the Coach as learning 
parameters.  The Evaluation process gets the learner entity's observable behavior through 
Behavior data flow and the context to the learner entity via Interaction Context in order to 
provide appropriate evaluation. Then, the Evaluation process can send Assessment report 
to the Coach through the Assessment data flow action.  The Evaluation process interacts 
with Learner Records database to store and retrieve Learner information through the 
Learner Information flow during the evaluation process. Such information could include 
student’s grades, performance, learner preferences, etc. The Coach process exchanges 
learning parameters for optimum learning experience. It receives current assessment 
information from the Evaluation process. Based on this the Coach can determine the 
learners level of expertise and abilities on the particular subject. The Coach process 
interacts with other entities and provides the information about the learner pertinent to 
his/her learning behavior. Moreover, it gets the learning tags that provide the information 
on what the learner is interested to navigate to the web. It then sends the information to 
the Delivery process that provided the experience of learning of the learning. Learning 
Resources represent the data storage. It acts as a repository, which houses all the contents 
that are used for learning experiences. The educational Resources may contain any 
contents, for examples, presentations, tutorials, experiments, and lesson in the form of 
text, audio, video and image etc.  The Delivery process is used to obtain Learning 
Content from the database of educational resources using the indexing. It then converts 
the learning content into a multimedia data format to be delivered to the Learner. 
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2.2 eLearning Systems, Tools and Technologies 
2.2.1 eLearning Systems and Tools 
An eLearning system could be in any combination of text, audio and video calling a 
multimedia-learning environment. Such a system can be in any of the following forms 
[ET16]: 
• Technology-enhanced learning (TEL) 
• Computer-based instruction (CBI) 
• Computer-based training (CBT) 
• Computer-assisted instruction or computer-aided instruction (CAI) 
• Internet-based training (IBT) 
• Web-based training (WBT) 
• Virtual learning environments (VLE)  
• mLearning (Mobile Learning) 
 
An eLearning system is empowered by a software or tool called Learning Management 
System (LMS) [WKLMS] that provides learning administration, content management, 
monitoring, reporting, delivery of contents and services. LMSs could be used for 
managing students, courses, training, submitting assignments and collaboration among 
the students and teachers in traditional (class room environment) or online or hybrid 
(mixture of online and class room based) system. Many colleges and universities use 
LMSs in any of the preceding forms. LMS is being widely used in corporate training that 
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potentially automated the process, reduced cost and at the same time management can 
track the progress of the employee in the learning and awareness process. 
The most popular among the Internet based LMS are Blackboard Inc. and Moodle 
(Modular Object-Oriented Dynamic Learning Environment). Blackboard is one of the 
popular eLearning platform that is in general applicable for elementary, high school, 
colleges and corporate eLearning. Moodle LMS is available for free that is written in 
PHP language scripts.  It is customizable for offering private course and training by 
creating private web site. Moodle provides a platform eLearning in distance mode with 
blended learning environment. Moodle provides the flexibility of enhancement of the tool 
and tailoring the learning environment as needed by the eLearning service provider. 
 
2.2.2 eLearning Technologies  
eLearning technologies [Bee05] [ET16] have made great momentum in recent years with 
the advent of some smart device and applications. These have been encouraging to 
content developers, problem solvers, academics and publishers to share resources with 
the global community. A lot of instructional material has become available to learners to 
develop their skills and prepare them for new challenges in jobs and increase productivity 
and innovation. Computer and information technologies are more integrated with all 
levels of users including students, teachers and people in general though various social 
network and open learning program. These new ways of blending technologies are 
opening doors to learning, delivering and sharing learning materials by subject matter 
experts. eLearning technologies are innovative methods to interact with tutors and 
students at anytime and anywhere in the world.  
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Here are some of the eLearning technologies [ET16] currently used: 
(i) iPad, eBook, Electronic Portfolios (ePortfolios), Electronic Performance Support 
System (EPSS), Personal digital assistants (PDAs), MP3 Players, CD-ROM, Web 
sites, Web 2.0 tools, Discussion and bulletin boards, Collaborative software, e-
mail, Blogs, Wiki, Chats, Computer aided testing and assessment, Educational 
animation, simulation, and games, Learning Management Systems (LMS), 
Podcasts, etc. 
(ii) Another important technology along with LMS is called a learning content 
management system (LCMS). This is an application for authoring, editing and 
indexing e-learning content (courses, reusable content objects). An LCMS may be 
solely dedicated to producing and publishing content that is hosted on an LMS, or 
it can host the content itself. 
There are various technologies that can be used in eLearning. In many cases, eLearning 
environment uses combination of technologies to empower and make it a robust learning 
environment through online textual content connected blog, audio and video using 
technologies. Students and teachers to post their ideas can use Blogging. Blogging creates 
an interactive learning environment for anyone. An audio technology can be with use of 
radio, streaming audio over the Internet, webcast and podcast.  Video has been used as 
most powerful technology to deliver eLearning contents. Technologies such as, 
YouTube, Skype, WebEx, Adobe Connect, or Webcams have been widely used for 
eLearning or delivering lectures, training, and presentation by educators or experts.    
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Technologies like, SmartBoards provide interactive learning environment that is used to 
write on it and share ideas at the same time. It can come with eLearning application and 
interfaces with WiFi and Ethernet network. 
Screencasting is another new technology in eLearning that to share screens directly from 
the provider’s browser. This makes the eLearning content, say, video available to the 
learner for direct streaming. This technology is powerful in terms of providing one-on-
one classroom learning environment. This can allow the learner managing the control of 
the Screencast to pause, rewind and play at his own pace. Therefore, learning is more 
effective. Computers, Tablets and Mobile device technologies provide the most popular 
and efficient ways of eLearning for students, teachers and service providers. All the 
LMSs and Apps support those technologies for eLearning tools and contents in any form 
such as, Web, Word, PowerPoint, pdf, Audio and Video. Now a days, Smart Phones and 
Tabs are been very popular technologies for anyone anywhere to use eLearning platform. 
 
A personal eLearning system is proposed by [HHC06]. It uses genetic algorithm and case 
based reasoning. The authors propose development of personalized learning methods 
based on genetic behavior. The authors believe that their case based reasoning (CBR) is 
helpful to develop individualized course contents that could be used effectively used for 
the learner. The CBR method may be used to some extent for older and similar problems. 
But, for new and critical problems, CBR may not be much effective as there will be much 
common data to develop a reasonable solution to the new problem. In that case it will 
need expert support to solve new problems. In this paper, the personalized eLearning 
System based on mastery learning (PLS-ML) seems to be interesting for our research. In 
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this scenario, the learner gets appropriate feedback on his level of mastery on the subject 
and gets appropriate suggestions for future courses. It would be more useful if 
appropriate analytics on learner’s level of mastery on the subject could be presented.  
 
Personalized eLearning can be leveraged through individuals’ abilities and adaptabilities 
to the learning contents.  In this case pre-test questionnaires can be adapted [JP12] in 
order to improve learners learning style. Then, based on the results, courses could be 
tailed and sequenced for the learner. However, the most challenging issue in that case is, 
how to get appropriate information on the learner’s style of learning and adaptability of 
the given contents.  In this process, it may take long time for the learner to master a 
subject with appropriate level of skills and expertise. 
 
The authors in [GSG08] present a framework for eLearning in a traditional course. The 
authors believe that their framework could be used in traditional learning environment in 
the classroom.  In this case, the framework needs to incorporate by the teacher in the 
class for in-class use. In this context, a blended method of learning can be effective in 
combination of in class or tutor based teaching model with online electronic contents. 
This blended approach can make a revolutionary change in existing teaching and learning 
system from traditional classroom setup. The role of Content Management System 
(CMS) is imperative to track all the activities and synchronize the learning process for the 
learner. Such a eLearning tool can play an important role in delivering educational 
contents, manage quality of contents, use existing knowledge base, change knowledge 
base, motivate students through fun games, show learning on progress and future job 
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prospects. Some of the important issues to raise here is how to enhance the quality of 
eLearning or learning in general and standardize this to instructional level. These are the 
open issues that would like to address in our research through our tools and technologies. 
 
The authors in [GDVL09] present Problem Based Learning [PBL] for computer 
engineering courses. This can be used in a blended learning environment (face-to-face 
learning blended with eLearning). According to the data provided by the authors, it is 
evident that the blended PBL based students performed better compared to traditional 
ones. Therefore, it is believed that the new methodology of learning using PBL approach 
is likely to help the learners to learn in a better way and get through the courses more 
easily compared to the traditional approach. 
A Personalized eLearning System is presented in [XS05] that is based on IEEE LTSA 
[IEEE03]. The authors use feedback extractor (learner preference), information fusion 
and user profile to deliver personalized information on eLearning for individual learner.  
The authors do not address on how useful (usability) the learning materials could be 
effective for the user and the quality of materials.  
eLearning at work place is becoming popular as the companies can save time, money and 
at the same the get the benefits of knowledge sharing and collaboration.  In this context, 
[WRLY10] proposed a learning system at workplace based on performance-oriented 
approach with some key performance indicators.  In this approach, the authors use KPI 
(Key Performance Indicator) framework as performance measure that is based on 
individual’s job function and tasks to be achieved. Then, performance is measured based 
on test scores, peers and supervisor’s assessments in terms of level of skills. The overall 
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KPI score is then given. This approach might be useful for the organizations to measure 
individual performance based on which promotion, pay raise and performance feedback 
can be given. However, for peer and supervisor’s reviews sometimes, they can be biased 
or targeted. We believe that a more robust system with less involvement of 3rd parties can 
be a fair performance indicator. In this case, our approach in this research can be useful. 
[SRALF13] proposes a third generation Learning Management System (LMS) called 
PLE (Personal Learning Environment) that integrates new tools for learning (external 
gadget), allows user to reuse existing tools and provide an environment for the learner to 
customize it based on his/her needs on day-to-day tasks. The major features of this 
platform are: Tasks, Communities/Subjects and Forum. Such an LMS for PLE could be 
more effective if the learners could be able to tailor his learning sessions based on 
learning context, current level of his/her skills and have access to expert resources for 
help. The paper do not address on how their platform helps the learner to enhance his/her 
level of skills and the quality of contents that they have access to. 
In [FN09] the authors proposes a system for eLearning using collaborative filtering 
approach. This research proposes a collaborative scoring method for the quality of 
student solutions based on relatively few peer grading. However, it is not clear on the 
quality of peer grading, how reliable are they and how it helps on overall quality of the 
solution to reach a most reliable solution to a problem.  
2.3 Content Authentication and Security 
The protection of documents has been a big concern for the past three decades due to 
easy access to technology and tools to anyone, anytime and anywhere in the world.  
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We encounter many different kinds of documents and information in our daily lives that 
needs to be protected in some manner. In the case of sensitive documents, the identity of 
the document owner is at high risk if they been unprotected without some 
inherent/embedded technology in the document. 
Apart from those sensitive personal documents, there can be many different types of 
confidential documents that need to be protected. For example, any Intellectual Property 
document or confidential product inside a document, design documents, marketing and 
sales strategic documents, need to be protected so that competitors do not have access to 
those resources. Otherwise, there will be a huge financial loss to the organization. 
Document and information (data, audio and video) protection can be applied to all 
artifacts raging from personal to public that may become historical evidence at any time. 
It is important to keep confidential documents secure and secret to keep their integrity. 
The challenge of Document Protection is that there are many forms in which the 
document can be represented, such as, PDF, HTML, XML, DOC, Spreadsheet and Hard 
Copy. Some of these forms offer their own basic protection features, but in most cases 
the tools available on the Internet can tamper with this protection. 
Security and Privacy [EM08], [KKLY03] and [GYLK06] in learning is import for the 
network, individual learners, content providers and contents itself.  [GYLK06] provides 
the underlying issues related to security and privacy in eLearning. The authors address 
basic privacy principles and how they can be applied to eLearning. Their work mainly 
addresses the privacy and security issues related to individuals, network and location. 
However, it does not address the security of eLearning contents therefore contents may 
be tempered and it may not authentic. Our research addresses this issue. 
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Web 2.0 can be used for eLearning that can be called as eLearning 2.0. Authors in 
[EM08] suggest that it is imperative that eLearning 2.0 address all the generic 
requirements of eLearning security including confidentiality, integrity, and availability 
while deploying an eLearning system. The authors identified three different security risks 
in this process: Weaker Web Applications, Plagiarism and individual privacy and their 
work. The authors however do not propose any solution to content authentication and 
security.  
 
The authors in [RNAZ05] did study on eLearning content management in wiki. It shows 
that there are potential benefit for having some level of control and security on creating 
and editing wiki contents. This provides a level of trust for the users that contents are 
genuine, authentic and someone is taking responsibility for it. This also gives some kind 
of ownership and credits to the content developers. Still the question remains on how 
accurate and reliable those contents are. Was that tampered by anyone?  
[CKKO08] depicts a scenario on personalized eLearning with the interactions among 
learners, tutors, agents and the learning management system (LMS). It also provides a 
policy framework for various activities including trust management, manage credentials, 
control access to resources and perform negotiations to access the resources. This paper 
does not provide any guideline on security for learners, contents or to the eLearning 
environment as such. 
eLearning provides the best opportunity for anyone to learn at anytime, anywhere and at 
any age. [VTC11] provides a guideline for information security. Therefore, information is 
secured within the eLearning environment. The authors identifies the security and privacy 
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concerns that eLearning environment faces on various activities such as e-exams, 
protecting learners, authors, instructors and students. The authors mostly identify the 
problems and what could be done to address the basic security needs on confidentiality, 
integrity, availability, authentication, authorization and non-repudiation. However, they 
did not provide any proposal on solving those issues as such.  
Very often the institutions and content providers may undermine the associated risks on 
privacy and security of the eLearning environment, content and individuals using the 
eLearning environment. In their paper [AF10], the authors suggest that eLearning needs a 
security management framework, like IMS (Information Security Management) that can 
help e-learning providers in managing the information security within the eLearning 
environment. However, the authors did not propose any workable solution framework to 
the issues. 
 
[KS06] depicts four pillars for Information Security in eLearning to secure all 
information within the e-learning environment. The four pillars include eLearning 
Information Security Governance, Creating Policies and Procedures, Implementation of 
countermeasures and Monitoring countermeasures. The authors identifies some of the 
security risks that eLearning environment possess that include security on any of the 
activities that a student or teachers encounters for examples, login, system, content 
(course material, e-book, assignments, question and answer papers, etc.) security, access 
to resources (hardware, software, course database, course web site, teachers, tutors, 
reading materials, etc.) and personal information (Password, Grades, Credit Card, etc.). 
This paper [KS06], gives good guidance on identifying the security issues in eLearning. 
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However it does not address on what to do and how to make the eLearning environment 
secure.  
2.4 DRM in eLearning 
DRM refers to Digital Right Management System [DRMX1],  [DRMX2] that deals with 
the protection and rights of digital contents or in general the safeguard of IP (Intellectual 
Property) rights through fair use. A digital content can be in any form like, text, audio, 
video, graphics or a combination of these. A DRM System play a significant role by 
managing ownership rights to the contents by the owner and at the same time manages 
rights and responsibilities on the access and use of the contents. DRM for eLearning 
[DCB11], [DCHD11], [MTN08] and [NN07] enforces the concept of DRM in eLearning 
for the eLearning environment and contents. This could involve legal issues, copyrights, 
licensing, fees, content authentication, method of use, content sharing, content reuse, etc. 
Authors in [SY06] provide a basic understanding of DRM with major functionalities that 
a DRM system should manage by associating rights, content protection and security. This 
paper addresses the major functionalities of DRM including content delivery, content 
security, managing rights to contents, manage content metadata (information about the 
content, such as, content type, content ID, encryption information, and information about 
the rights, etc.) and license to use of the contents. Their study seems to be a very generic 
and does not address or solve any particular issues related to DRM or DRM in eLearning 
and how to solve problems in user privacy, content security and authentication. However, 
their work can be used as guideline for content developer, content provider and user. 
It is important to manage rights associated with eLearning contents for many reasons, 
such as, providing credits to the contents creators, managing licenses, charging fees, etc. 
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The authors in paper [DMPR03] define the terms and states some of the problems 
associated with applying DRM in eLearning. The authors addresses the following import 
issues for DRM in eLearning:  
• eLearning content life cycle: content design, creation, assembly/integration, 
storage, search mechanism, delivery and management 
• Technologies: Authoring Tools, Assembly Tools, Content Management, LMS 
(Learning Management Systems), Course Management, Content Metadata and 
Assessment Engine  
• Digital Right Management of eLearning Environment: Expression of Intellectual 
Property Rights (IPR) and Management, Digital Rights Expression Language 
(DREL), Technologies to Enforce DRM, Role-based Access Control, Right to use 
(Permission) and Enforcing Security (digital signature). 
This paper ([DMPR03]) predominately talks about the policies and procedures that could 
be adapted for DRM in eLearning. However, it neither addresses any particular DRM 
issues on eLearning nor does it recommend any framework for DRM in eLearning. It 
only depicts some of the problems concerning DRM in eLearning. 
As eLearning digital contents are exposed to millions of people online, it is then subject 
to fraud, counterfeiting and abuse. The authors in [MTN08] present a technique to deal 
with the authentication of the audio contents of eLearning by incorporating digital logo 
image that serves as watermark signals. However, this does not solve problem on 
integrated text, audio and video contents on eLearning.  
The authors in [NN07] addressed the security requirements for DRM of eLearning 
contents related to author, content creator, publisher, license creator and end user. They 
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provide a conceptual model of security for DRM at a high level that does not really 
address any specific issues of DRM in eLearning objects. The authors further depict the 
security requirements of various actors in eLearning environment without going through 
any potential problems and solutions to those requirements. This can be seen as a 
beginning of some of the research issues on DRM for eLearning that can be used for 
further development of DRM systems for eLearning. 
2.5 Our Proposed Methodology 
In this research, we propose framework for personal e-learning system (PELS) 
architecture in the context of social network environment. The main objective of PELS is 
to develop individual skills on a specific subject and share resources with peers. Our 
system architecture defines organization and management of personal learning 
environment that aids in creating, verifying and sharing learning artifacts and 
monetization of the efforts of the contributors at the same time. We also focus on in our 
study one of the most interesting arenas in digital content or document management 
called Digital Right Management (DRAM) and its application to eLearning [DCB11], 
[DCHD11]. 
Content authenticity and correctness is one of the important challenges in eLearning as 
there can be many solutions for one specific problem in the cyber space. Therefore, we 
feel the necessity of mapping problem to solutions using graph partition [GPW001] and 
weighted bipartite matching through information fusion. In this research, we propose an 
efficient algorithm to partition question-answer (QA) space and explore best possible 
solution to a particular problem. Our approach can be efficiently applied to social 
eLearning space where we have one-to-many and many-to-many relationship with a level 
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of bonding. The main advantage of our approach is that we use QA ranking by adjusted 
edge weights provided by subject matter experts or our expert database.  To verify the 
quality of our results we use statistical methods called confidence interval and hypothesis 
test on the data to check the reliability and dependability of the quality of results. 
2.6 The Concept of Personal eLearning System (PELS)  
Personal eLearning System (PELS) [DCB11], [DCHD11] is an eLearning platform that 
enables individual learners and groups of individuals to achieve a synergy of ideas and 
people through an n-dimensional network of information. The application can be used at 
personal level or as a service via the Internet. It also offers information creation and 
management services, performing data capturing and organization services in order to 
populate resources in the application server.  
2.7 PELS Features 
PELS is a personalized and social eLearning social Apps that covers the following 
features: 
• Organize course and class notes 
• Solve problems and share with peers 
• Create, verify and share questions and answers 
• Review chapters and lesions 
• Manage schedules 
• Create and manage application notes 
• Manage test and personal assessment systems 
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• Manage personal progress, plans and develop skills and expertise on specific 
subjects 
• Create and manage Multimedia learning environment 
• Manage Content Right or Digital Right Management 
• Contact tutor and subject matter experts 
PELS core platform composed of common tools and services that include: 
□ Wiki 
□ Blog 
□ Really simple syndication (RSS)/Atom 
□ Email subscription/notification services 
□ Document Management 
□ Search 
□ Authentication and Authorization 
□ Meta tagging 
□ Podcasting 
□ Audio conferencing 
□ Video conferencing 
□ Discussion forums 
□ Tagging and social bookmarks 
□ Polling 
□ Project Task Management 
□ Contacts 
□ Calendaring and Tasks 
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2.8 Summary 
Among the major issues in eLearning are content authentication and Digital Right 
Management.  In this chapter, we have surveyed and discussed the current research trend, 
status and limitations in those research works. We also highlighted on some of the 
existing eLearning systems, tools and technologies. Finally, we have elaborated our 
proposed Personal eLearning Systems (PELS), research work on eLearning content 
authentication and Digital Right Management (DRM). Also, mentioned our efficient 
algorithm and hypothesis test to validate the reliability and dependability of the quality of 
results. The following chapters will elaborate our methodologies and research 
contribution in details. 
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Chapter 3 
3 PELS System Architecture 
3.1 Introduction 
This chapter depicts our proposed Personal eLearning Systems (PELS) architecture, its 
salient features and methodology of the system. Here, we have provided the high level 
overview of each of the components of the system. In order for the user to understand our 
system better we have developed the workflow methodology for the entire system. We 
also have elaborated on our system that will be used to provide intelligent eLearning for 
problems and best possible solutions to specific problems. First we introduce our system, 
then describe in details of the system, methodology and provide a summary at the end of 
this chapter. 
3.1.1 Problem Statement 
The problem and solution space in eLearning today depicts as in Figure 3.1.1, where the 
quality of solution varies in terms of correctness and integrity. A learner may like to 
develop organized class notes; solve problems; create, verify and share contents with 
peers; get access to instructor’s resources, access to expert database, manage self-testing 
environment, access to tutors and subject matter experts. The learners also would like to 
maintain the ownership of their own contents. In a corporate environment, often the 
leaders define this direction, but the individuals on the front lines have little to no true 
correlation to that direction. As a result, activities are unfocused and often redundant due 
to a lack of knowledge of other individuals and activities in that organization. Ideas and 
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information are produced continually, yet they are often lost in various repositories, 
emails and file shares. Various groups do not collaborate or know that each other exists, 
and soloed individuals are lost as wasted human capital. As individuals or small groups 
attempt to define a particular problem confronting them, lack of capabilities lead to sub-
optimal problem definition and if the true all-encompassing problem is not defined, 
inevitably the resulting solution will fall short of the true need. In research and 
development or product organizations, time to market is slowed due to the lack of 
synergies. 
 
Figure 3.1.1 Problem and Solution Today 
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3.2 Solution Statement 
A solution to eLearning in the context of social network is depicted in Figure 3.2.1. The 
objective is to provide a networking capability enabling linkage between the many 
different aspects of an individual or organization such as:  
• Enable individuals to visualize context of the organization. 
• Bring specific value in the areas of content creation and publication, team 
coordination, proactive information delivery, information location and retrieval, 
and communities of interest. 
• Enable Communities of practice defined by John Seely Brown [BD91]. 
In these groups people are able to affect one another and the group as a whole directly. 
Changes can propagate easily. Coordination is tight. Ideas and knowledge may be 
distributed across the group, not held individually. These groups allow for highly 
productive and creative work to develop collaboratively. 
 
Figure 3.2.1 Problems and Solutions Tomorrow 
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It is an n-dimensional dynamic cloud composed of strategies, initiatives to realize those 
strategies, problems, projects, organizations, people, solutions, and any number of other 
customizable tags. It is a navigable space to visualize relationships and identify 
opportunities and trends and to obtain detail regarding all cloud entities.  
Defining and evolving this ecosystem of information leads to improve: 
□ Return on investment from activities by reducing the number of redundant or 
ineffective activities 
□ Problem or issue definition by bringing all interested and knowledgeable 
parties together 
□ Organizational focus on problem/issue resolution through objective definition 
and visibility 
□ Decision making by leveraging the knowledge of the masses 
□ Organizational focus on solutions through visibility 
□ Visibility of many disparate groups 
□ Knowledge sharing amongst previously-soloed individuals and groups with 
common problems and interests 
□ Collaboration 
□ Organizational power due to human capital multiplier effect 
□ Understanding of human capital contributions assisting in employee and 
organizational performance evaluation 
□ This comprehensive visibility can also be used to identify trends in 
organizational behavior, improve employee awareness and correlation to 
business strategies and initiatives, and provide multiple views of “the world” 
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depending on corporate culture (e.g. install competition between different 
product groups versus a collaborative approach). 
 
3.3 PELS System Architecture  
Personal eLearning System (PELS) is an eLearning platform that enables individual 
learners and groups of individuals to achieve a synergy of ideas and people through an n-
dimensional network of information. The application can be used at personal level or as a 
service via the Internet. It also offers information creation and management services, 
performing data capturing and organization services in order to populate resources in the 
application server.  
The IEEE Learning Technology Systems Architecture (IEEE LTSA) [IEEE03] provides a 
generic framework for eLearning system. Personal eLearning system discussed in [XS05] 
that is based on [IEEE03], provides interesting concept of eLearning with collaborative 
fashion based on interests and levels of learners. Our objective is to take this work to next 
level of eLearning in personal, share and business models through devices like the iPad 
or a personal mobile device in the context of social network. 
Forrester Research defines social networking as “technology and services that create 
unique personal profiles, map out relationships, and leverage those connections to 
accomplish a task.” PELS is not solely focused on the personal learning and people 
aspect of value creation, but also on the information and collaboration that creates real 
value through gains in productivity, growth and innovation. 
 
 
 49 
The shortcoming of existing solutions is a myopic view of the components of value 
creation. Trends around personal and corporate social networking look at people and their 
relationships. The core of PELS is comprehensive value creation taking into account 
those same people and relationships, but also cross-relationships with ideas, initiatives, 
strategies, documents, and collections of documents, all supported by a comprehensive 
set of easy-to-use Web 2.0 tools. This supports any number of needs including effective 
personal learning management, organizational management, research and development, 
information sharing, team collaboration and knowledge sharing. The model extends to a 
variety of industry verticals by repositioning the same core platform with a slightly 
different wrapper. 
3.4 System Overview 
Each of the PELS product lines focuses on solving a key problem by leveraging the core 
platform in different ways and providing certain overarching “wrapper” functionality for 
personal eLearning in the context of social business. Figure 3.4.1 depicts a high level 
architectural overview of PELS application system.  
The user application provides user interface to the users (students, teachers and 
administrators). This provides listing of all the courses that is available with searchable 
option. This helps in planning and organizing the courses, plans for learning, enrollment 
planning, personalization of contents and payment methods. This application also enables 
various learning artifacts such as, lecture notes, audios, videos, eBooks, reference 
contents, online assignments, online test and many more. All these could be accessed via 
Web or Mobile applications. The User Applications consists of planning users learning 
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environment, creation and organization of contents, user profile, shared groups and 
visualization of contents (text or multimedia).  
 
Figure 3.4.1 PELS System Architecture 
 
The System Apps manages the contents; manages communication such as, email, 
podcast, Skype, video conferencing, WebEx, schedule, wiki, blogs, etc.  Such technology 
include the following:  
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• Quizzes with online practice tests with immediate feedback and marking 
• Presentations from subject matter expert  
• Streaming Video with examples as reference contents  
• Online discussion forums, chat rooms and real time discussion boards 
• On demand tutoring and live office hours for students 
• Course notes and sharing contents, Questions and Answers (QA) with peers that 
downloaded and viewed  
• Referred contents for reading and access to publishers contents  
 
The PELS Core Platform works as the heart of all the apps. It interfaces with all other 
modules. It provides the search engine, support in content management, testing and 
reporting system. It extends the communication with external world via service manager. 
The Database system consists of local QA Bank and accesses to global resources, 
eBooks, eAppsNotes and any other resources that learner needs. It builds its own 
database over the time through learning and QA trials by the user and access to public 
resources. PELS can also use 3rd party APIs (iPAD, iPhone, Android, etc.) to deploy 
solutions. The Service Manager provides payment solutions; content, user and payment 
security, interface with web apps, social network and access to tutor/subject matter 
experts and mentors. The Service Manager interfaces with the PELS Core Platform to 
provide all those services and access to external world. 
In our platform, there are two categories of people who plays important role. These are 
Administrators and Teacher.  Administrators’ job is to manage the whole environment 
and support of the users to access to the platform. The administrators hold the rights to 
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access the system monitor and manage the system. They are also in charge of resolving 
any system related issue and security of system. The teachers (instructors, tutors, etc.) are 
responsible to develop and deploy course materials, offer courses, supervise students, 
tutor, mentor and evaluate the students. They also participate in discussions, 
communicate with students, exchange ideas, set tests, provide assignments and assign 
projects.  
 
3.5 PELS Technology 
Figure 3.5.1 shows PELS at the context of sever layers hardware and software approach. 
At the bottom layer, the application can be run in either Windows or Unix/Linux 
platform. The contents are managed by SQL database with queries. On top of SQL we 
will have search engine that retrieves the information or contents from SQL based on the 
user queries. Then, we have data access layer, business logic layer, presentation layer and 
application that is similar to communication network layers protocols. All the 
applications will be accessible via most common web browsers. These applications can 
be hosted in cloud-based servers. The application is easy to integrate with existing 
systems. It provides API access to some common functionality to 3rd parties. The 
following are the major technology layers in our eLearning platform: 
A. Application Layer: At this layer the application server runs various applications in 
PELS. This includes web server, cloud server, mobile apps server, payment 
server, etc.  
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B. Presentation layer: This layer acts as a user interface that takes user input, pass 
that to the next layer and then visualize the information to the user. It contains 
ASP (Active Server Page), a content server and HTML (Hypertext Markup 
Language) that is used to automate the process, display and manage the access 
control to the application. 
C. Business Logic layer: This layer manages the access control of the user to the 
contents. It checks the validity and authenticity of the user by passing information 
to the database. It then checks on what level of access the users has (admin, 
student or teacher). It can check the security and payment methods as well. 
D. Data access layer: The data access layer manages the access control to the 
database. It manages the queries and provides right level of access to the user on 
accounts, contents, resources and payment system. It interacts with both business 
logic layer and ASP to pass the user query for any services. 
 
E. Software resource (ASP, Search Engine and DLL): This layer is responsible for 
handling server side of the application including various operation, content management, 
payment system, user and system security, access to OS (Operating System), access to 
Third Party application including database and API access for Mobile and Web Apps.  
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Figure 3.5.1 PELS Technology 
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3.6 PELS Features 
PELS is a personalized and social eLearning social Apps that covers the following 
features: 
• Organize course and class notes: Our application will allow students to organize 
their course contents, class notes and create own learning environments with 
course planner. 
• Solve problems and share with peers: We will allow users to work on problem 
and share solutions with the group and peers using through our application or 
social network.  
• Create, verify and share questions and answers: The concept of our eLearning is 
based on social eLearning where students, teachers and subject matters experts 
will be able to create and share contents. We will have tutors and subject matter 
experts to verify the correctness of the answers in case-by-case on top of the 
automatic graph theory algorithm that we have developed to validate the answers. 
• Review chapters and lesions: We will have reference chapters with text, audio and 
video contents for the students to review any section or chapter or lesions before a 
real test will be taken. This will allow the students to have enough background on 
the subject or section for which test will be taken. 
• Manage schedules: Our system will allow students and teachers to manage their 
schedules online or on their mobile devices with options to remind and set 
triggers. 
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• Create and manage application notes: Any student or teacher will be able to create 
application notes or tips for solutions to a problem and will be able to share to the 
eLearning community. 
• Manage test and personal assessment systems: Students will have the ability to 
manage tests for self-evaluation or self-assessment. 
• Manage personal progress, plans and develop skills and expertise on specific 
subjects 
• Create and manage Multimedia learning environment 
• Manage Content Right or Digital Right Management (DRM): This is an important 
issue for eLearning. Our system will allow users to share the contents securely 
and any contents they access will use DRM as necessary. 
• Contact tutor and subject matter experts: Our system will allow the student to 
contact tutors, teachers and subject matter experts in real time though messages, 
audio and video calls.  
 
3.7 Methodology for PELS 
The Figure 3.7.1 illustrated eLearning methodology using PELS. To begin with, the 
learner plans the subject he/she would like to learn (a course or a subject). Learning 
planner organizes the plan and advises the learner on the planning. The content organizer 
helps in organizing the contents, syllabus, course notes, books, references or any kind of 
materials including web resources. The problem solver helps in organizing problems and 
solutions, guide in solving problems in collaboration with subject matter experts/tutors (at 
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anytime and anywhere) and also share problems and solutions with the groups in social 
network [DCB11]. The problem solver also checks any problem on QA bank to verify the 
integrity of the answer. The learner takes part to the chapter review and practice test. 
Finally, the learner can have the report of his/her performance in terms of speed, grade, 
difficulty levels, and ways to improve performance. 
 
 
Figure 3.7.1 Methodology for PELS 
 
 
 
Learning Planner 
Content organizer 
Problem solver 
Testing Verification 
QA Bank 
Tutor/ 
Expert 
Social 
network 
Report 
Review 
 
 
 58 
3.8 PELS Scenario with Sequence Diagram 
Figure 3.8.1 describes the functionality of sign in by a student and taking a test. To begin 
with, the student login by entering username and password. Then, the student views the 
contents of interest from PELS resources and database from student page. The student 
then takes the test and then gets his/her score.   
 
 
Figure 3.8.1 Sequence diagram-student taking a Test 
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3.9 The Problem-Solution Process Flow 
Figure 3.9.1 shows the problem-solution process flow. In this scenario, a student can 
submit question and get the answer, possible solution, hint or feedback in real time from 
the solution archive and knowledge base. This system can refer to an individual or 
subject matter expert as well. This can also show that who the tutors in the geo locations 
with contacts are. The student then can connect with tutor on demand in real time. 
 
Figure 3.9.1 Problem-Solution Process 
 
Figure 3.9.2 shows a process where anyone can provide solution to the database for any 
specific problem to build the knowledge base. Our knowledge Expert engine can verify 
the problem and solution before this could be added to our verified database. However, 
any unauthenticated problem and solution could be shown to the user as unverified or 
unauthenticated and displayed to the user.  
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Figure 3.9.2 Solution Provider Process 
 
Figure 3.9.3 displays a process where a solution can post or capture a problem and 
publish to our platform. Then the knowledge Expert post processes the problem, save it to 
the database and provide immediate feedback on the questions. If the database do not 
have any closely related solution to the problem then it send the question to the external 
sources who are the experts in subject matter along the line. Then, the Subject Matter 
Expert (SME) provides the solution that is added to the database and at the same time it is 
sent to the person origination the question. The system also allows the student to contact 
the SME through our system.  
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Figure 3.9.3 Solution Search Process 
 
3.10 PELS Activity Diagram 
Figure 3.10.1 illustrates the activity diagram for user interaction in the eLearning 
framework. The circles depict various state of the process. At first, the learner (user) 
login to the system through UI. After successful login the user will have the access to all 
the features for examples Tutorial, eBook, Tests (Multiple Choice Questions (MCQ)), 
user activity reports, etc.  
The user will have interaction with peers and SMEs in real time. The SME will have 
access at different level than user where he/she will be able to address to the queries or 
questions in his/her area of expertise. The SME will be directly work with the user, refer 
to solution and tutors.  
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Figure 3.10.1 PELS Activity diagram 
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3.11 Summary 
In this chapter, the problem and solution space in eLearning has been elaborated at the 
context of social network. We also described the architecture of PELS (Personal 
eLearning System). The PELS consists of User Applications, Core Platforms, Database, 
and Services Manger application. PELS Technology consists of several layers, for 
examples, Application Layer, Presentation Layer, Business Logic Layer, Data Access 
Layer and Software Resource Layer (ASP, database, etc.).  The PELS workflow 
methodology for eLearning has been provided at the context of problem and solution 
develop skills for the students, get support from SMEs and connect with social network 
for education and learning. Also in this chapter, we have provided PELS system level 
design using object-oriented approach with interaction diagram and activity diagrams 
elaborately.  
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Chapter 4 
4 Content Authenticity Using Weighted 
Bipartite Matching 
Content authenticity and correctness is one of the important challenges in eLearning as 
there can be many solutions for one specific problem in the cyber space. Therefore, we 
feel the necessity of mapping problem to solutions using graph partition and weighted 
bipartite matching. This chapter proposes an efficient algorithm to partition question-
answer (QA) space and explores best possible solution to a particular problem. Our 
approach can be efficiently applied to social eLearning space where there is one-to-many 
and many-to-many relationship with a level of bonding. The main advantage of our 
approach is that we use QA ranking by adjusted edge weights provided by subject matter 
experts or our expert database. 
4.1 Introduction 
Any typical learning involves learning materials, instructors, questions and answers.  A 
student may like to develop organized class notes, problem solutions, create, verify and 
share content with peers, get access to instructor’s resources, access to expert database, 
manage self-testing environment, access to tutors and subject matter experts. In this case, 
we have one-to-many or many-to-many relationships involving people, problems, 
solutions and resources. What are the relationships among those parameters? In the case 
of social eLearning, there is a viral effect of one another and the group as a whole. 
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Changes can propagate easily. The coordination among the members is tight. Many ideas 
and knowledge may be shared and distributed across the group, not held individually. 
These groups can be considered to be highly productive, creative teams with string 
bonding that can deliver good quality of work and share with peers.  
The problem can be viewed as n-dimensional dynamic cloud composed of people, 
contents, organizations, strategies, security issues and any number of other factors. It is 
important to visualize relationships and identify opportunities and trends and to obtain 
detail regarding all cloud entities. The qualities of a solution depend on the authenticity 
and robustness of the solution. However, a qualitative or quantitative evaluation of the   
Problem-Solution (PS) or Question-Answer (QA) could help in determining the perfect 
or near optimal matching between PS and QA. We will address a few of the components 
of the eLearning paradigm in terms of graph theory, especially using bipartite matching 
algorithm. 
4.2 Bipartite Graph Matching  
4.2.1 Bipartite Matching  
A graph G can be represented by a number of vertices V (v1, v2, v3, ...) and a number of 
edges  E (e1, e2, e3, …).  Mathematically, G can represent a graph= (V, E). A graph in 
which some vertices (V) partitioned in to two sets  (Va and Vb) such that each edge (E) of 
Va and Vb has one edge incident to set “a” and one to set “b” can be called as bipartite 
graph.  
In a graph G, bipartite matching can be found if the graph has a set of independent 
edges (E) without having common vertices (end points).  For example, there are five 
players in a soccer team who are qualified to any of seven different teams. Player p1 can 
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be qualified for team t1 and t2. Player p2 can be qualified for team t2, t4 and t7. Player p3 
can qualify for team t1, t3, t4 and t7. Player p4 can qualify for team t2 and t4. Player p5 
can qualify for team t1, t3 and t6. This scenario is depicted in Figure 4.2.1, where the 
vertices represent the players (p1 to p5) and teams (t1 to t7). The qualification of each of 
the players can be represented by the edges. This graph can be called as bipartite graph 
where the vertices fall in to two sets. 
 
 
Figure 4.2.1 A Typical Bipartite Matching Graph 
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4.2.2 Bipartite Matching Theorem  
Theorem 1:  
There exists a complete matching of vertex set of Xi within Yj in a bipartite graph if and 
only if each vertices of Xi together are connected to one or many other vertices in Yj for 
any value of k. 
Proof: Assume that we have a bipartite graph, G = (V, E) with pair of vertices Xi = {x1, 
x2, x3, x4} and Yj ={y1, y2, y3, y4, y5} representing questions and answer respectively to 
a MCQ (Multiple Choice Questions). Let’s see from Figure 4.2.2 that if k vertices of Xi 
are in collection adjacent to at least k vertices of Yj for any value of k.  Thus, a complete 
matching exists in this case. Hence, it proves the theorem. 
 
Figure 4.2.2 Complete Matching in Bipartite Matching 
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The Table 4.2.1 below represents the matching of the vertices: 
Table 4.2.1 Complete Matching in a Bipartite Graph 
 Xi Xj 
  
k = 1 
{x1} 
{x2} 
{x3} 
{x4} 
{y1, y2} 
{y1, y3, y4} 
{y2, y4, y5} 
{y3, y5} 
 
k =2 
{x1, x2} 
{x2, x3} 
{x3, x4} 
{x1, x3} 
{x1, x4} 
{x2, x4} 
{y1, y2, y3, y4} 
{y2, y3, y4, y5} 
{y2, y3, y4, y5} 
{y1, y2, y4, y5} 
{y1, y2, y4, y5} 
{y1, y3, y4, y5} 
 
k = 3 
{x1, x2, x3} 
{x1, x2, x4} 
{x1, x3, x4} 
{x2, x3, x4} 
{y1, y2, y3, y4, y5} 
{y1, y2, y3, y4, y5} 
{y1, y2, y3, y4, y5} 
{y1, y2, y3, y4, y5} 
 
k=4 
 
{x1, x2, x3, x4} 
 
{y1, y2, y3, y4, y5} 
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Theorem 2:  
In a bipartite graph a complete matching K1 in to K2 exists if (but not only if) there is a 
positive integer m for which the following condition is satisfied: 
 Degree of every vertex in K1 ≥ m ≥ degree of every vertex in K2. 
Proof: Consider a subset of r vertices in K1. These r vertices have at least m.r edges 
incident on them. Each m.r edge is incident to some vertex in K2. Since the degree of 
every vertex in set K2 is no greater than m, these m.r edges are incident on at least (m.r)/m 
= r vertices in K2.  
Thus any subset of r vertices in K1 is collectively adjacent to r or more vertices in K2. 
Therefore, according to Theorem 1, there exists a complete matching of K1 into K2. 
In the bipartite graph of 4.2.2.1, degree of every vertex in K1 ≥ 2 ≥ degree of every vertex 
in K2. Therefore, there exists a complete matching. 
 
4.2.3 Maximal Matching 
As described before, bipartite matching in a graph can be achieved if any pair of edges 
does not have a common endpoint vertex. A graph can be called as maximum matching 
when there is match with highest number of edges. This can be identified as matching of 
max size. For example, matching M of a graph G (E,V) can be called maximal if it does 
not belong to any other graph inclusively. We can call it as maximal match if each of the 
edges belongs to the match M. 
Consider the following example in Figure 4.2.3 where, there is Q number of Questions 
and A number of answers. Each Question has a subset of Answers that he/she could 
guess. There could be only one more or no answer could be right for a given question. In 
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this case, maxim number of questions that could be mapped to right questions could be 
called maximum matching.  
 
 
Figure 4.2.3 Maximal Matching Graph (shown on orange arrow) 
 
4.2.4 Maximal Matching Theorem and Algorithm 
A bipartite graph can be called a maximal matching graph in which no additional edge 
can be added to the set of matching.  The notion of maximal matching procedure involves 
multiple iterations that go on until a maximum set of matching edges is reached.  
We use the following concepts to reach the maximal matching goals: 
Question Answer Question Answer 
Maximum 5 answers are correct (shown on orange arrow) 
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Alternating path: In this, the edges come one after the other in and out of the matching  
Augmenting path: It is an alternating path between two free vertices  
Augmentation: In this process, having an augmenting path, we change its unmatched 
edges to match and vice-versa. Thus, increasing the size of the matching size by one.  
For example, G is a graph where we have K matching components. Say, A = a1, a2, …, 
am are to be in alternate path with respect to K. In other words, ai,ai+1 ∈ K if and only if  
ai+1,ai+2  ∉ K for 1 ≤ I ≤ n-2.  A vertex a is called exposed or unmatched if none of the 
edges in K is going to a. This means, if we have an alternate path going between the 
vertices then we cannot call it maximum matching. The alternate path that does not 
belong to matching path can be named as augmentation path. Therefore, making the 
graph as maximal matching. 
 
Theorem 4.2.4.1: Assume K is the matching of a graph G. If no augmenting path exists 
in G then K is called the maximum matching.  
Proof:  Assume K’ is a maximum matching and we represent it by K ⊕ K’. Then the 
components of K ⊕ K’ consist of even cycle and alternate paths. K is even in length as no 
alternating path component may be K-augmenting by hypothesis. Therefore, we can 
conclude that |K’| = |K|. That proves the theorem. 
4.3 Basic Maximal Matching Algorithm 
The concept of maximal matching is to use alternating path, augmenting path and finally 
augmentation to reach the maximal matching. The following steps can be used to 
formulate this: 
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Step-1: Begin by any (may not be maximal to start with) matching M.  
Step-2:  Finding alternate paths: Find paths that alternates with an edge e1 ∉ M and an 
edge e2 ∈ M, and so on, ending with some edge ef  ∉ M.  
Step-3:  Refine path: add path e to M if e ∉ M or remove e from M if e c M. This must 
increase |M| by 1.  
Step-4:  Repeat loop: Repeat until any more augmenting path is available more maximal 
matching.  
 
4.3.1 Maximum Bipartite Graph Matching Algorithm 
Assume that a bipartite Graph G = (Y ∪ A, E) that has N number of edges that is 
incident from A to B. Here, we will start with an initial match and then use augmentation 
to develop maximum matching sets in the bipartite graph. 
Algorithm MaxBipartiteMatching(G) 
Initialize N with # of edges in Graph G = (Y ∪ A, E) which is incident from A to B 
Initialize F with all the free vertices X in the graph  
while F not NULL 
update value of n with X 
if n is part of X then 
for each vertex a that is adjacent to n do  
augment with a if it is free then  
update N with M ∪ (n, a) 
update b with n 
follow the augmentation path of b  
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update a with b label in augmented path 
update N with N-(b, a) 
update b label of a 
Now add edges to the path for N with N ∪ (b, a) 
Repeat loop 
delete all the labeled vertices  
reinitialize F with all the free vertices in X 
exit the for loop if done 
else  if a is matched  
check if (n, a) not in N and a is unlabeled then 
label a with m that represents an edge in E-N 
Enqueue (F, u) 
else n is not part of unmatched vertices so it is matched with b 
  update b with match that is in N 
label b with n that represents in N 
Update F with b 
End 
 
4.3.2 Hungarian Algorithm for Maximal Matching  
The popular Hungarian Algorithm that was developed in 1955 by Professor Harold Kuhn, 
an American mathematician at Princeton University. The algorithm is developed by a 
couple of Hungarian mathematicians named Dénes Kőnig and Jenő Egerváry. Therefore, 
it is named as "Hungarian method”.  It uses optimization method to solve complex 
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problems that involves polynomial run time. This algorithm can be effective in finding 
optimal solution to a given eLearning problem. 
Hungarian Algorithm can be interpreted in terms of bipartite matching in which a 
potential x can be maintained such that an orientation of  Gx . In this case, Gx possess an 
attribute for the sides incident between Q to A that provides similarity in K. Let’s assume 
at the beginning, x=0, and all edges are incent from Q to A (so K is empty). Now, we 
iterate though the value of x. In this manner, by iterating through the value of x more 
matching can be found. Eventfully, at the end of iteration we see that all the edges are 
tightly matched. Now, we are done if K is a perfect matching. 
Hungarian Algorithm: 
Assume an input M(xr,c) with edges of weight Wn:n and partite member of Q & A 
Result: Sub-graph Ge,v  has perfect matching at the end of iteration by adjusting 
the value of cover (e,v) 
Initialization:  initialize vj = 0 and u = xi,j { 1, 2, …, n} 
Start Iteration 
 Find maximum matching M by forming graph Ge,v  
 Iterate through the graph and find if there is a Perfect match M 
Found perfect match 
Report max weight and cost  
Repeat until no perfect match M found 
End of Iteration 
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4.4 Perfect Matching 
A perfect matching can be represented in a graph G =(V, E) that has matches to all its 
vertices in certain way. In this case, a matching can be found if two end point vertices in 
two side of the graph pair an edge. Figure 4.4.1 depicts a scenario of perfect matching. 
This can also be called as maximum matching.  In this scenario, all the vertices have been 
matched in the graph that is called a perfect match.  
 
 
Figure 4.4.1 Perfect Matching 
 
4.5 Graph Partitioning 
4.5.1 Graph Partitioning 
Graph partition is a process in which a graph G = (V, E) can be sub-divided to sub-
graphs based on certain criteria such as some common properties or connectivity based 
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functionalities.  Figure 4.5.1 represents such a scenario. For example, a “p” partition 
divides the vertex set into p smaller parts. An optimal partition is the “on” in which the 
number of edges between the components is small. If the vertices and edges distributed 
equally between the sub-graphs or on the same graph with different sub-groups with 
equal number of components (V and E) then it can be called as uniform graph partition. 
Special application of graph partition is applied to VLSI (Very Large Scale Integrated) 
circuit chip design or in cluster computing for load balancing. Recent application for 
graph partitioning can be seen in social networking and genome sequencing where 
application matching, relationship, clustering and decision-making are important.  
 
Figure 4.5.1 Graph Partitioning 
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4.6 Graph Partitioning Methods 
Partitioning graph is a difficult task. It involves intelligent decision and heuristics. This 
partitioning process can be at top level or global and in the bottom/local level of 
hierarchy. Kernighan–Lin and Fiduccia-Mattheyses algorithms are commonly used at 
local level for partitioning. However, the main disadvantage in undermined partitioning 
of the vertex at the beginning in the bottom up process could affect the quality of results 
of partition at the end at top level. The potential advantage of global partition approach 
depends on properties of the whole graph. This does not depend on underlying 
partitioning like local partitioning. The most commonly used global partitioning approach 
is called Spectral partitioning. This kind of partitioning is effectively used in IC 
(Integrated Circuit) chip design and placement optimization.  
 
Hierarchical Partitioning: 
A hierarchical or multi-level partitioning algorithm used multiple hierarchical 
approaches. The objective of each stage of partition is to reduce the size and complexity 
of a graph by disintegrating or breaking it based on some criteria and properties. This 
then further refined to meet the objectives and goals. The overall graph then maps back to 
the original graph.  We could have many ways on partitioning and refinement methods in 
hierarchical approach. This can really help in achieving high quality of results with fast 
execution time. 
 
 
 78 
4.7 Spectral Partitioning and Spectral Bisection 
Spectral partitioning techniques use eigenvalues in performing partitioning or breaking a 
flat structure to hierarchy. Spectral partitioning provides a method for intuitive trail-and-
error manner of partitioning. Major use of spectral method can be seen in many scientific 
numerical applications such as finite element calculations, solving linear systems, VLSI 
circuit simulation and automated problems. Same method could be used in case of 
complex problem solving in eLearning problem solution space.  
 
4.8 eLearning Content Authentication using Weighted Bipartite Graph 
4.8.1 Bipartite graph based model for eLearning Contents 
A bipartite graph [Deo87] is a graph whose vertices we can be divided into two groups or 
partitions. The edges connect from one set to the other and there is no edge connecting to 
the same group of vertices.  
In our research, we use graph-partitioning approach with bipartite matching to solve the 
eLearning problem for the following reasons: 
• Graph partitioning is an effective mechanism for solving any problems with 
dependencies of data. This is perfectly applicable for eLearning content 
authentication 
• Using graph partitioning, computation can be performed in a robust manner  
• Graph partition helps in parallelization of many tasks that improves performance 
of the system  
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• Bipartite matching is the most effective method where it uses all the benefits of 
graph partition and then divide the graph in two sets of vertices for example 
questions as one set of vertices and potential answers/solutions in another set of 
vertices 
• Our approach in using weighted bipartite graph helps in authenticating the best 
possible solution to a given problem  
• The weight associated along with the edges of partitioned bipartite graph helps in 
making the decision making process of an eLearning problem to identify the best 
possible solution of a given problem out of multiple sets of solutions 
• Moreover our approach of using the combination of graph partitioning and 
bipartite matching helps in finding maximum perfect match between a problem 
and solution for eLearning question and answer 
 
Figure 4.8.1 shows an example of a generic graph and Figure 4.8.2 an example of a 
bipartite graph.  
 
Figure 4.8.1 A Typical QA Graph       
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Figure 4.8.2 A bipartite graph for QA 
 
An eLearning content can consist of various kinds of documents that include eBooks and 
electronic content based on any subjects or problems. In this case, we can divide the 
eLearning contents as a bipartite graph consisting of problems and solutions vertices, 
where each problem can be mapped with a potential solution the edges. The authenticity 
or correctness of the solution can be determined by the weights determined by the edges 
connecting the vertex pairs. 
4.9 Bipartite Graph matching for eLearning Questions and Answers 
We have a graph G= (V, E) that consists of vertices V and edges E. Here, we would like 
to formulate our eLearning problems in terms questions (Q) and answers (A). Each 
question is related to one or multiple set of answers. The problem can be viewed as a 
bipartite graph and each Q and A’s can be matched using bipartite matching algorithm in 
graph theory. Here, we have two different types of vertices, one for Q’s and another for 
A’s. We would like to formulate the relationships between any of the Q’s and A’s, find 
best matching among them and identify the best possible answer for a given problem or 
question. 
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4.10 Weighted Bipartite Graph for eLearning 
A weighted bipartite graph for eLearning consists of a graph G = (V, E) with weights “w” 
representing the degree of correctness of the answer for the question. Figure 4.10.1 shows 
a weighted bipartite graph that applies to eLearning contents.  
In this case, the weight can be based on many factors such as the relationship among the 
questions and answers, feasibility of the answer, degree of authenticity of the answer and 
relative weights of the answer by experts. Weighted bipartite graph can also be useful to 
rank the quality of answers. This is very helpful in identifying the right answers for 
multiple-choice questions.  
 
Figure 4.10.1 Weighted Bipartite Graph for eLearning contents 
 
4.11 Graph Partitioning using Weighted Bipartite Matching 
We use bipartite matching and then partition vertices as in ontology [SSA11], based on 
QA, social or professional affiliation and subject matter expertise. In this section we 
develop relationship for one-to-many or many-to-many based on the weights in the 
edges. Figure 4.10.1 shows a bipartite graph with weights. We came up with a 
partitioning scheme based on the criteria on the type of questions (say, math, physics or 
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computer science etc.), answers, academic affiliations, teams, subjects and subject matter 
expertise. Figure 4.11.1 shows the partitions with clusters based on our criteria and 
weights. The best solution to the answer to any of the specific problem will be ultimately 
determined by the adjusted weights after partitioning, clustering and weighing, which is 
given by the subject matter experts. We use algebraic sum of weights for a given vertex 
and factored by weight given by the experts (in the case of social learning by peer review 
and subject matter experts) to partition each cluster. We also identify the least feasible 
solution to any specific problem and isolate them in different cluster. These are called 
unsolved problem and they are open for peers and experts to solve. Once they are solved 
they become part of the QA database. The number of partitions will depend on NP 
completeness of the problem. In this case, for example we have n number of nodes 
divided into i and j nodes in bipartite graph. We can partition i and j nodes into k 
partitions based on the weight wij such that wij is optimum or wij = wo and wmin <= wo <= 
wmax. Where, wmin = 0 and wax = 1.0. 
 
Figure 4.11.1 Graph Partitioning using clustering algorithm with adjusted weights 
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The effectiveness of the weights can be expressed in terms of an optimization problem 
using linear programming approach. In this case, the optimization models can be 
expressed as follows: 
MAX wij  
Subject to 
 wmin  <= wo 
 wmax >= wo 
 wij >= 0 
We use Excel solver program for optimality analysis of the weights in the bipartite graph.  
4.12 Bipartite Matching Algorithm for eLearning Content 
Authentication 
In this section, we present JKnow Algorithm that provides optimal matching in bipartite 
graph for eLearning problem and solution contents. Here, we have a bipartite graph 
G=(V,E) with vertices V={i,j}. Where, i and j consists of questions and answers.  
We will find perfect or optimal matching between i and j based on weight (w) in edge E 
such for a partition (P) such that w is optimal and solution is feasible. 
Algorithm: 
Input: i, j, w 
Output: Q[i] ≠ A[j] 
Set partition, k=0  
For partition k=0 to n do the following steps: 
1. Create bipartite graph for G (V, E)  
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2. Partition each category of QA (i, j) based on the relationship  
3. Create sub-cluster for the partitioned graphs based on weights 
4. Search for feasible or optimal solution in j for the problem in i.  
5. Solve QA matching problem and authenticate: 
If there are (m+1) match for each QA then use Kirchhoff’s current and 
voltage law for the network of QA.  
6. Find new weight for each edge connecting the vertices in the cluster  
7. If wi = wo then color the vertex pairs “GREEN” as matched else search for 
next feasible solution using the weighted graph.  
8. If no feasible solution is found then color the vertex(s) as RED or 
Empty/NULL and expose them to your social network.  
9. If any peer provided the solution, authenticate it by expert with new 
weights. 
10. If solution is feasible then Q[i] = A[j] = “GREEN” 
11. If solution is in-feasible then Q[i] ≠ A[j] = “RED” or “NULL” 
12. Repeat this step to find the best feasible solution through your network. 
4.13 Summary 
This chapter explains bipartite matching and graph partitioning approaches that is used in 
our research in eLearning for content authentication. Here, we have used weighted 
bipartite matching for mapping problem to solutions by exploiting graph partition 
approach. In our research, we propose an efficient algorithm to partition question-answer 
(QA) for eLearning that explores best possible solution to a particular problem. Our 
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approach can be efficiently applied to social eLearning where there is one-to-many and 
many-to-many correspondence for solutions to problems. 
At the beginning, we have described the theoretical foundation of bipartite matching. 
Then, we discussed the most popular techniques of graph partitioning called spectral 
partitioning by using partitioning matrices (modularity (Q) and cut ratio for an optimized 
partitioning of a balanced graph. Finally, we use weighted bipartite graph partitioning 
approach to solve the research problem in eLearning. We also described our developed 
algorithm that provides optimal matching in bipartite graph for eLearning problem and 
solution. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 86 
Chapter 5 
5 eLearning Data Analytics and Quality 
of Results (QoR) 
5.1 Big Data Analytics  
Big data refers to data size that is huge, complicated compared to regular data set. It is 
hard for traditional application or database tools to handle such large and complex data 
sets. In some cases those datasets are not understandable by ordinary people. These data 
sets needs to be brought in order, format and store by intelligent tool that does not have 
many limitations that a relational database has. Also, some intelligent tools are necessary 
to capture, convert, store, search, secure, analyze and visualize those data sets.  Here, 
analytics refers to analysis of big data and present to the user in many meaningful ways. 
It is important that those analysis results are predictable and accurate. Therefore, it helps 
in making decision more positively. Example for big data analytics could include, 
business intelligence, customer behavior, sales forecast, operational efficiency, cost 
minimization, risk reduction, crime prevention, genome Analysis, disease prevention, 
personalized medicine, etc.  Big data analytics could be used in education and eLearning 
to understand students learning behavior; student’s interest on particular subject and then 
intelligent decision on the student’s future major and carrier could be advised. Moreover, 
schools and administration could tailor courses based on personal interests and needs of 
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the student. In our approach, we will adapt big data analytics foundation for our 
application by using statistical methods of reliability and hypothesis. This helps us to 
determine on how confident we will on our data sets or in this case how reliable or 
correct answer will be to a particular question. The availability of such data can be 
achieved from real-time interactions of students and learners after fully implementing the 
systems, which is on the scope of further research of this thesis. At this moment, there is 
no data available. Our proposed application can be used to capture the data and then can 
be fed to our analytic echo system in the future. This can be scope of further research in 
this area. 
 
Analytics Ecosystem: 
Figure 5.1.1 depicts a typical analytics ecosystem as defined in [FA14]. It consists of a 
number of entities that can be related to each other. The central part of ecosystem consists 
of CAO (Chief Analyst Officer), data scientists, computing platforms, analytics tools, 
data storage, and database administrator. The extended and external ecosystems consists 
of various organizations, partners, sponsors, SME, developers, customers, vendors, 
regulatory bodies, etc. The ecosystem then extends further to social media, Cloud, 
Internet of Things (IoT) and analytics platforms.  
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Figure 5.1.1 Analytics Ecosystem 
 
The analytics ecosystem consists of the following sub-systems: 
• Core ecosystem: This is the key part of the ecosystem that includes various people 
who are part of it and the technologies behind it. The main function of these core 
entities are to analyze, present and makes decision to accomplish certain business 
goals. 
• Extended ecosystem: This system consists of entities that work as supporting 
force for the core ecosystem by providing and using data. 
• External ecosystem: The external ecosystem consists of the clients, partners, 
vendors, and data providers.  
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5.2 Challenges and Opportunities of Big Data Analytics 
Big Data Challenges: 
Considering large size of data, complexity and nature (regular or irregular format), it is a 
big challenge for any organization to comprehend such data and analyze them for 
meaningful use for the business. For a large organization these kind data could be stored 
in multiple locations, multiple servers and with various people. This makes much more 
challenging to access such complex data in a secure and orderly fashion. Another 
challenge is that it is difficult to breakdown such data for normal use by any traditional 
relational database or software. In this case, the organization needs intelligent platforms 
that will be able to mine in to the large and wide spread data, present it, analyze it and 
have them used for business intelligence. 
Big Data Opportunities: 
Big Data analytics is a new area of Information Technology. Researchers are looking at 
smart use of Big Data in biological and medical science, like, Human DNA analysis, 
Genome Sequencing and impact of certain Gene for ongoing or future disease, 
personalized medicine, etc. In business, organizations has been using Big Data for 
gathering market intelligence, tagging customer behavior, sales forecast, or even 
performance analysis of any organization and predict future business success. In security 
domain, Big Data is used predict terrorist attack or even user behavior analysis in social 
network and predict any future actions of anyone posting unusual or irresponsible 
postings.   In eLearning, we propose the use Big Data for analyzing the student’s 
behavior, learning abilities, forecast chance of success and then personalize lesson based 
the student’s interest and needs. 
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Benefits of Big Data: 
The potential benefits of Big Data are enormous in today’s digital age. Organizations are 
looking at many ways to optimize cost, predict operational issues, reliability and 
robustness of the system in term of customer services, predictable and on-time delivery, 
and risk mitigation. Data Analytics results can help the organization in many ways to 
improve or develop new products, services, align business strategies and gain competitive 
advantage over the competitions.  As far as the financial health of the organization is 
concerned, it is imperative for an organization to analyze and forecast early on how all 
these help in increasing the market share, customer retention, customer acquisition, 
increase gross margin and profitability of the company.   
5.3 Educational data Mining (EDM) Applications and Use 
The application of EDA could be seen in many ways. Students, teachers, parents, 
academic institutions and administrations could utilize EDM in best possible ways. Now 
a days, law enforcement authorities can also monitor students’ suspicious behavior on 
online and social network that can help them to identify issues early on or in case later to 
find out the cause of actions. This could be helpful in understanding the thinking process 
of a student or a group and how future course of actions could be taken to avoid any 
violence, hate crime, bullying or any kind of dangers that could save life of many 
students or even their near to keens.  
Here are some of the applications and use of EDM: 
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Students Performance Analysis: Performance analysis of individual student, group, 
class or overall State and countrywide test. This helps in admission and evaluation 
process more fair. 
Identifying students’ behavior: This helps in identifying students’ undesirable or unruly 
behavior. This helps in counseling, mentoring, monitoring and take necessary action 
based on the circumstances.  
Recommendation for students: This provides students a feedback on leaning outcomes, 
recommendation on courses, majors and future career directions. 
Student Modeling: This provides the model of students or student counselor to prepare a 
student for certain major. This can give an idea on what are courses or activities the 
student has to take so that it helps the student to achieve that goal. For example, to be a 
lawyer or doctor or a musician, the model will provide the near accurate attributes and 
model for that individual to prepare the student accordingly.  
Grouping students: This provides the data on how students should be grouped in the 
class or in the social learning based on their common interest and aptitude.  
Instructor feedback: EDM helps in developing feedback for the instructor. This helps the 
instructor to develop the instruction in right level and tailor it based on the student or 
class in general. This also provides the instructor many parameters to help in improving 
instruction and learning methods. Moreover, for the administration, it provides feedback 
on the instructor and over all the class so that the administration could evaluate the 
instructor.  
Social Network: Social Network could make good use of EDM for instant access to 
education data, access to knowledgebase, instance questions and answers, etc. 
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Developing personalized lesson: EDM could help in personalizing the learning process 
based on history, patterns of learning behavior, interest and aptitude of the learner. 
Developing courseware: EDM can provide information on what is needed for any given 
major or role to perform a job. Then, courseware could be developed based on the 
criterion that the major or role require. Online course management system like, Coursera 
or Moodle uses EDM in many ways to deliver contents and offer courses, students’ 
progress in that course and tailor courses based on students’ interest and need. 
Scheduling: EDM helps in planning and scheduling courses for individual needs based on 
the availability of time that student or group has. This is effective for working students 
and students who are in various geo locations. Online courses could be offered with 
virtual instructors for each time zone and on their own schedule. Moreover, automatic 
scheduling could be done based on students’ need and demand of the courses (courses-
on-demand).  
Data analysis and visualization: This is an important application of EDM. Data analysis 
and visualization techniques can make effective use of EDM to forecast and analyze all 
other applications. This tool could be integral part of any of the applications of EDM.  
5.4 EDM and Learning Analytics (LA) 
EDM is a process where enormous amount of data is analyzed from any educations setup 
such as schools, colleges, universities and eLearning system. This involves 
multidisciplinary fields, such as, machine learning, artificial intelligence, database, 
statistics and learning methods. The overall goal of such a system is to extract useful 
information from large irregular dataset and transform them to a meaningful form for 
further use. Apart from raw data analysis steps or using traditional relational database 
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system and statistical methods, EDM involves distributed file system (say, Hadoop), data 
management, processing, modeling, inferences, metrics, statistical analysis and 
visualization. More importantly, EDM system aids in developing new ways of thinking in 
learning process in developing educational setting where personalized curriculum and 
learning methods could be adapted.  
Learning Analytics is the process of presenting or capturing analytical data, metrics and 
report about the learner or the learning environment that can be useful for individual or 
organizational or institutional use. This could help in personalizing the learning 
environment or intelligent data gathering for the business process or coming up new 
system of learning or finding connections to millions in Social network for specific future 
use. This information could be used for educational or business intelligence purpose. 
In broader sense, Learning Analytics could be useful for any of the following purpose: 
• Individual learning behavior 
• Student who needs extra support and attention 
• Help teachers and administration for planning on student’s individual needs 
• Tailoring curriculum individual or group needs 
• Developing new courses or curriculum based on students need or based on his 
interest or role to perform at work place 
• Institutional decision making process for marketing, hiring expert teachers in the 
domain that students need help, enhance efficiency and effectiveness of the 
system for better learning system 
Some researchers may like to distinguish themselves between two schools of thoughts, 
EDM and LA. Irrespective of the difference of opinion of EDM and LA communities, 
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there is always an overlap in their approaches on how they would like to use the 
analytical approach. We may say that Data Mining could deal with both individual 
learning analytics and academic analytics. Our interest in this research will be much more 
on the individual learning analytics. This could be even useful for the teachers and 
faculties to tailor courses, understand individuals learning behavior, grading systems and 
class ranking. The academic analytics could be useful for school administration, 
government, funding agencies, etc.  
 
5.5 Learning and Academic Analytics 
Table 5.5.1 below provides an example on how Big Data Analytics could be applied to 
Learning and Academic Analytics where there are many stakeholders involved that start 
from learners, faculty members, school administration, funding agencies, business and 
government authorities. This consists of two segments: learning and academic. 
 
Table 5.5.1 Learning and Academic Analytics [SL11] 
Type of Analytics Level of objects of Analysis Who benefits 
Learning Analytics Course Level: social 
Networks, concept 
development, discourse 
analysis, “intelligent 
curriculum” 
Learners, parents, faculty 
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 Departmental Level:  
predictive modeling, 
patterns of success/failure 
Learners, faculty 
Academic Analytics Institutional Level: learner 
profiles, performance of 
academics, knowledge flow 
Administrators, funders, 
marketing 
 Regionals (state/provincial) 
Level: comparisons 
between systems 
Funders, administrators 
 National and International 
Level:  
National governments, 
education authorities 
 
In this scenario, Learning Analytics provides aggregation of a set of data, quantitative 
analysis, reporting and visualization in order to understand learning patterns that could be 
useful by the learner, parents and faculties. Leaning analytics is also helpful in predicting 
and understanding learners’ abilities, interests and how to make the learner successful in 
the future.  
On the other hand, Academic analytics deals with institutional, organizational, Education 
Board, School Districts, Statewide, Countrywide and International level. This helps in 
developing new learning system, modification or addition of curriculum, alter/develop 
testing systems, develop new recruitment process, get market intelligence to 
modify/develop business process and enhance productivity and efficiency of the 
organization. 
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5.6 Data Analytics in eLearning 
A report called “Enhancing Teaching and Learning Through Educational Data Mining 
and Learning Analytics: An Issue Brief [BFM12]” that was published by US Department 
of Education in 2012. This report first time defines Educational Data Mining and 
Learning Analytics methodology through adaptive learning. It lacks some of the new 
issues concepts related to eLearning, such as, Security and Privacy on leaning, Access to 
Subject Matter Experts (SMEs), Social Media for Learning, Digital Right Management, 
eLearning Economic, New Tools & Technologies and the overall model for eLearning 
ecosystem.  Figure 5.6.1 presents the functionality of an adaptive learning system that is 
presented in [BFM12]. Nevertheless, the idea presented in that report seems to be a good 
reference and sounds very interesting. The data flow shows how the adaptive learning 
system works by using predictive model through EDM and Learning Analytic 
components.  
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Figure 5.6.1 Adaptive Learning System 
 
The system consists of the following major components:  
Student Learning Database: This is the data repository that captures student’s 
information, student’s input and learning data.  
Content Management: This sub-system manages and delivers contents to the students 
based on student’s learning needs. It also makes an assessment on student’s learning 
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needs and recommends/delivers right level of contents based on the feedback from 
adaptive learning and intervention applications.  
Adaptive Engine: The tasks of adaptive engine is to provide feedback to content 
management sub-system based on the output of the predictive model as to which contents 
or material to offer to the students based on student’s level of performance, interest and 
future goals on improvements in learning. 
Intervention Engine: The intervention engine provides the option for the instructors, 
administrators, or developers to intervene the automated system and make changes to 
support the student in the learning process when necessary.  
Predictive Model: The predictive model uses big data from external sources and 
correlatives with current students learning behavior data from student’s database. It then 
makes predictions on student’s future outcome on performance or success possibilities on 
that particular major or subject. This helps students to make changes in their course 
planning or changes in major or future carrier.  
Dash Board: The Dash Board works as a reporting tool. It uses the output of the 
predictive model and provides the visual information for various stakeholders in the 
system. This may include the following: 
(i) Student Dashboard to present student’s activities 
(ii) Teacher’s dashboard to present student’s performance, class performance, etc. 
(iii) Administrator’s dashboard to present overall performance of a particular 
school or all the schools under the school district. This helps the schools or 
district administrator or education board to understand if the current academic 
system or intervention program is helping to improve the performance or 
 
 
 99 
effectiveness of the system. Moreover, it helps to tailor the system, adapt 
policies and program to enhance the learning system in order to help in 
improve students’ performance, skills and graduation rate. The dashboard can 
also help the administrators and funding agencies where to focus on funding 
to improve the system. 
5.7 Learning Analytics (LA) Techniques and Methods 
According to [GS10], LA may depend on some of the techniques that have been used in 
Web Applications, like, Google Analytics or by any other applications. It is helps in 
capturing learner’s actions such as learning interests, tags, time spent in learning, activity 
logs, performance, etc. However, the author suggests that learning analytics LA is 
broader than just those that can be captured by the applications. That can include, actions 
of the learner, mapping of curriculum, personalization and adaptation of the learning 
materials and methods, forecasting, and engagement and performance analysis.  
The following technique for Learning Analytics could be adapted to develop a learning 
analytics system: 
Statistical Techniques: Using confidence interval and hypothesis testing. In our research 
we use this techniques in eLearning research. Business Intelligence: This is 
predominantly used in sales or production process to make the process more efficient. 
The same technique could be used in learning analytics to gather intelligence to help in 
productivity in eLearning business.  
Web Based Data analytics:  Learning analytics could use popular tools like, tools 
Google analytics that helps in lead generation, report generation, visualization, tagging, 
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geo location, track students activities, progress, real-time data analysis on students or 
participants, tracking course materials and use, financial analysis for providers, etc. 
Operational research: This implies the use mathematical modeling, statistical methods 
and optimization techniques to make better decision. For example, based on student’s 
performance, what courses or major the students should take to be more successful. 
Operations research can also help in determining the minimization of cost and 
maximizing profit and performance. Operational research can be helpful in solving some 
of the learning problems such as, difficulty levels, optional solutions to a problem, 
automation of course contents, optimal search for the contents, scheduling, globalization 
of education, determine optimal cost for learning and assigning tutor on demand on a cost 
effecting manner. In our research, we use operational research technique through 
weighted bi-partite graph as discussed in chapter 4.  
Machine Learning: LA can adapt modern machine learning techniques with Data 
Mining and Artificial Intelligence (AI) to capture certain patterns in user data. This could 
help in adapting or recommending courses to the students based on interest, assign Tutor-
on-Demand (ToD), and adapt Intelligent Tutoring System (ITS) to share problem 
solutions in social media based on people profile, needs and interest groups. 
Social Network Analysis: Social Network (SN) in eLearning could be useful in many 
ways of digital learning and sharing knowledge with the, peers, followers, and subject 
matter experts and with anyone around the globe. There are implicit and explicit 
implications of those people around us for our learning under the SN. The SN Analytics 
can help in developing eLearning system for individual or group needs and how it could 
influence the society at large. 
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Information Visualization (IV): Information visualization is the key in learning 
analytics. This technique allows presenting the analysis in many ways to the user. Every 
other technique use IV as a vehicle to represent the data in a graphic for so that it is 
meaning to anyone and helps to understand the results in better way.  
5.8 Learning Analytics Process Flow 
The process of learning analytics involves the learner and data to start with. It can then 
use analytics tools such as Google Analytics with EDM techniques for analysis and 
prediction of data to personalize the learning process. Figure 5.8.1 below provides a 
typical scenario of a learning analytics process flow that is depicted by [GS10]:  
 
Figure 5.8.1 Learning Analytics Process Flow 
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In this process, the learners very sometime share data in social media. These could be in 
the form of updates in Facebook, Twitter or Blog postings. These data remains part of the 
database in the social media that could be extracted to get the user profile and user 
learning behavior. The leaner data, profile information, learning patterns, curriculum data 
and any relevant data could be used for analysis. The analysis results or data trail could 
be useful for prediction of user’s interest and level of aptitude on the subject. Then, based 
on the prediction or forecast, personalization and adaption of any contents could be 
recommended.  
5.9 Model for Learning Analytics 
The author in [ET11] has presented an interesting and simple model for learning 
analytics, which is depicted in Figure 5.9.1. This model uses four major technology 
resources, for examples, capturing data to gather information on the learner, sharing of 
knowledge, application of knowledge for refinement of data and processing of 
information by aggregation of captured data. This is a three phase cyclic model that can 
be used for continuous improvement in learning process and methods of teaching. This 
model could be used by any organizations to develop an eLearning analytics system.  
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Figure 5.9.1 A Model for Learning Analytics [ET11] 
 
5.10 Analytic Ecosystem for Learning 
From the above discussions on Educational Data Mining (EDM) and Learning Analytics 
(LA), we can formulate an Analytics Ecosystem for eLearning with the combination of 
EDM and LA. Therefore, we define the eLearning Ecosystem in two folds: First, “Data-
as-a-Service (DaaS)” that is related to EDM and Second, “Analytics-as-a-Service 
(AaaS)” that is related to LA.  
Data-as-a-Service (DaaS): DaaS provides the access of all kind of leaning data from 
social network from private to public environments. DaaS gets access to any kind of raw 
data from various participating sources then aggregates and organizes them in meaningful 
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form. DaaS providers can provide access to the data for further processing by its clients 
and have them manage them to be used by themselves or their clients. DaaS needs to use 
proper data modeling techniques, use of query languages, APIs, and tools to pre and post 
process the data to a meaningful form. 
Analytics-as-a-Service (AaaS): AaaS gets the use of DaaS repository and provides wide 
range of services to the eLearning community. AaaS can tailor the analysis based on the 
organization needs. One top AaaS, the organizations can develop their own Framework to 
integrate their own data and create visual analytics, automating the analytical process and 
predict the future performance of any individual, group or organization.  
Figure 5.10.1 presents a typical eLearning Analytics Ecosystem that is developed in this 
research.  This Ecosystem consists of the following sub-systems: 
1. Resource System: It consist of online interactive testing systems or MCQ 
(Multiple Choice Questions) or sometime it is called CBT (Computer Based 
Testing), Contents in term of Text, Audio and Video, eBook and eTextBooks 
from publishers, Intelligent Tutoring and Tutor on Demand (ToD) or Subject 
Matter Experts (SME) and Social Media for knowledge sharing.  
2. AaaS (Analytics-as-a-Service) as described above 
3. Security System: This one deals with all the security, privacy and digital right 
managements issues on user, system, network, data and contents.  
4. Digital Learning Management System (LMS): This is the central part of 
eLearning Ecosystem that deals with all other components in the ecosystem.  It 
manages all the resources, contents, application, all stakeholders, DMS and 
overall security of the whole ecosystem. 
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5. DaaS  (Data-as-Service) or Data Mining as described above 
6. Application Ecosystem: This consists of Web, Mobile, Cloud and IoT 
applications.  
7. Stakeholder Ecosystem: This consist of a number of services, such as, leaners, 
institutions, institution administrators, funding agencies, school boards, 
government, corporations, service providers, and academic network. 
 
In this research, we address some of the components in this ecosystem, such as resource 
system (with Question and Answer System for MCQ testing), AaaS, DRM, and Web and 
Mobile Apps. 
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Figure 5.10.1 eLearning Analytics Ecosystem 
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5.11 A Framework for eLearning Analytics 
A Framework for eLearning Analytics has been presented in Figure 5.11.1.  Majority of 
the LMS or eLearning System deals with interactive testing and track student’s activities 
while access the contents online. However, our proposed system addresses statistical 
analysis approach (as presented in next section) and visual presentation of analytics 
results to the stakeholders (learners, instructors and administrators).  
 
Figure 5.11.1 A Framework for eLearning Analytics 
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LA is useful for students, parents, teachers and schools administrators to support the 
students in best possible ways based on the analytical results. All the parties are able to 
get visual for of data on students activities, participation, performance and prediction for 
the future. Our system also uses data mining and addresses the issues in security at user 
and content level. The security issues and our approaches are presented in chapter 6. 
 
5.10 Statistical Methods in eLearning Data Analytics and Quality of 
Results (QoR) 
5.10.1 Trustworthiness Method for Weights in Bipartite Graph 
The trustworthiness of weights in the bipartite graph under the circumstances of 
eLearning of problem and solution need further validation and test using hypothesis. The 
criteria for trustworthiness can incorporate credibility, transferability, dependability, and 
conformability. In this case, credibility refers to the qualification, experience and 
authenticity of the subject matter experts (SME). By transferability we mean the option 
for external validity of the data or weight. Using dependability, we mean reliability of the 
weight as it is repeated under the same context, with the same methods, same subject and 
similar results. Conformability provides the validation on the integrity of the weight and 
“audit-trail” on the data. All those criterions could be built as part of the algorithm in our 
verification system. 
 
5.11.1 Using Confidence Intervals  
How reliable are those weights? To validate this we use statistical estimation process 
called confidence intervals [Wril1] to determine our level of confidence on the data or 
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weight given by a user or SME. Also, later, we perform a hypothesis test on the data to 
infer that how reliable the weight is.  
Confidence interval: 
We find 95% confidence interval by using the following formula: 𝑝  ± 1.96  ( 𝑝(1− 𝑝)/𝑛 ) 
Where,  
1.96  ( ! !!!!    is called standard error. 
1.96 = t-score or z-score for 95% confidence interval 
p = sample proportion (number of SME weight over total number of SMEs) 
n = number of SMEs 
Assume, we have 100 SMEs in math and only 45 gave the weight that is familiar with the 
problem. Therefore, p = 91/100 = 0.91.Now, a 95% confidence interval can be found 
using z=1.96 as, 0.91 ± 1.96(0.0286) = 0.91 ± 0.056. So, we can say that we are 95% 
confident that 85% to 97% SMEs feels that the solution is correct. 
 
5.11.2 5.10.3 Hypothesis Test 
Use null hypothesis (H0) and alternative hypothesis (Ha) to validate that weight provided 
by the SMEs are reliable. Here, we calculate sample mean of the weights. If the sample 
mean is too far away from the hypothesized mean, we reject the null hypothesis; 
otherwise we do not reject the hypothesis.  
We setup the hypothesis test as, 
H0 : π < Wmin  and Ha ≥ Wmin. Assume, Wmin = 0.55 and n=100 (sample size). 
If H0 is true then, the standard error of the sample proportion is:  
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𝜎 =    𝜋(1− 𝜋)/𝑛   = 0.049 
p= 91/100 = 0.91. The z-score in this case,  𝑧 − 𝑠𝑐𝑜𝑟𝑒 = (𝑝 − 𝜋)/𝜎  = 7.24. Now, p-
value = 1-NORMSDIST(7.24) = 2.3e-13. With two-sided test, p-value = 4.6e-13. That 
means, there is a very minor chance (4.6e-11 %) that the null hypothesis can be true or in 
other words the weight is < Wmin. Therefore, we reject the null hypothesis and conclude 
that the true weight more than Wmin.  
5.12 Leaning Analytics Monitoring and Evaluation Systems 
We have looked at few related works along the line of monitoring and evaluation of 
learning analytics.  Some typical dashboards for monitoring and evaluation on learning 
analytics are depicted in this section. We are in the process of developing an integrated 
dashboard for monitoring and evaluation as part of our future research on eLearning. 
Figure 5.12.1 shows a student’s activity dashboard that is developed by on one of the 
most popular eLearning academy called “Khan Academy”. This provides student 
accomplishments, activity report and level of mastery of the student on a specific subject. 
Khan Academy reports both “Students Progress” and “Skill Progress”.  Student progress 
provides class mastery and individual student’s progress with amount of time spent in 
graphical form. This helps the teachers for recommendation of tutors and future 
improvements if necessary. The Skill progress dashboard provides students and class 
“Mastery level” for the specific course.  
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Figure 5.12.1 Student’s Dashboard showing Activities 
 
In paper [DZBCS12], the authors describe the Learning Analytics Toolkit for Teachers 
that is shown in Figure 5.12.2. This Toolkit is expected to help instructors’ exercise 
various options such as use of contents, user profile, user learning habits, performance, 
etc. However, it does not address any visual feedback for students or administration. 
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Figure 5.12.2 Learning Analytics Toolkit for Teachers 
 
Another Teachers Dashboard is also presented in Figure 5.12.3 that presents the feedback 
on the performance of a student and the class. This provides the status of students 
compared to rest of the class that helps in taking measures to fine tune student’s learning 
behavior. The teachers can review the analytic data then advise the student or the class on 
where to improve or support is needed or what type of contents are useful to improve 
learning. The system then allows the teacher to intervene to the leaning process and 
customize lesson for the student’s need. 
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Figure 5.12.3 Teacher’s Dashboard 
 
A typical Administrator Dashboard is presented in Figure 5.12.4. This dashboard is 
useful for the School Administrator and the District Administrator or School Board 
Admin in general. The School Administrator can use the dashboard to understand on how 
a class or the whole school performed and where to improve in terms contents, teaching 
methods and provide special support to the class. The School District Administrator can 
use the dashboard as a guideline if particular curriculum is adequate and the intervention 
system is useful for students learning. This can further be extended to particular subgroup 
of students, like for any minority group, income group, race, culture, make versus female, 
etc. This helps the education administration to tailor programs, update curriculum, 
 
 
 114 
modify teaching methods, refine/redefine policies, implement system and improve 
success rate and graduation rate. 
 
 
Figure 5.12.4 Administrator Dashboard showing Proficiency for Grade Level 
 
As part of our future research and implementation tasks, a software team at sBIT 
(www.sbit-us.com) is involved in implementing our integrated dashboard and 
visualization system that is based on our research work in this chapter. This will be an 
extension to our research work to implement our conceptual Framework of eLearning 
Analytics. 
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5.13 Summary 
Here in this chapter, we present one of the recent developments on eLearning arena 
called, “Learning Analytics” that is one of the most emerging areas of research on 
eLearning. We have reviewed a significant portion of recent developments in this area 
including Bid Data Analytics, Educational Data Mining (EDM) and Learning Analytics 
(LA). We have presented the challenges and opportunities of Big Data Analytics that can 
be used in eLearning. Then, we have presented our proposed eLearning Analytics 
Ecosystem and Framework for eLearning Analytics. We use statistical methods of 
confidence interval and hypothesis test to verify the trustworthiness of weights in the 
bipartite graph developed in our research in chapter-4. These methods help us to develop 
the eLearning Analytics system and measure the Quality of Results (QoR). At the end, 
we have presented various Leaning Analytics Monitoring and Evaluation Systems that is 
available. As for future research and implementation, we are working with a company 
called sBIT to implement the Learning Analytics System with integrated dashboard for 
students, teachers and administrations.  
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Chapter 6 
6 Security, Privacy and Digital Right 
Management (DRM) for eLearning  
6.1 Introduction 
Information security is necessary when an organization exposes itself in the digital world 
through various mechanisms. It is in the best interests of an organization to protect its 
business through confidentiality and privacy of information with proper authenticity and 
integrity. There are traditional ways of securing information by protecting electronic 
documents at a remote storage location or storing in a secure area or sending a private 
copy to another site. These traditional approaches might be able to provide limited level 
of security. Once the document has been sent on to another user, the protection may be 
ceased. The document may eventually be ended up on wrong hand. In case of eLearning, 
these issues can be seen as unauthorized access to contents, contents could be tampered 
or copyright protection is violated. In this chapter, we will address such issues and 
provide solution to such problems.  
6.2 Key Research Issues in eLearning Security and related works 
In most of the time, eLearning research has been focusing on applications, contents and 
content delivery methods. However, the security aspects of eLearning did not get much 
priority or are been forgotten. There has been a number of research papers published 
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([Bee05], [MTN08], [KKLY03], [EM08], [MSA06], [RNAZ05]) on eLearning covering 
emerging issues, DRM, Security, use of eLearning in personal and social network. The 
objective of security in eLearning is to provide a unified end-to-end secure environment 
starting from the learner, devices, network, instructor and administrator. This can 
achieved through existing technologies in cryptography, for example, Symmetric 
encrypting, Public-Key Cryptography and data confidentiality, and authentication. The 
author in [B05] discussed some of the emerging issue in eLearning.  This paper addresses 
the issues in eLearning and pedagogy, designing for learning, and role of technology. At 
the end the authors comments is as follows: “The questions opened up by the e-Learning 
and Pedagogy process present a beguiling vision of what is possible, but the vision will 
only be realized if practitioners, researchers and developers find a way of sharing it”. 
This means that tools technology and a mechanism to share knowledge will play an 
important role in making eLearning more attractive. However, there is no clear 
recommendation from the authors on the mechanism or protocol that could be adapted on 
the sharing model. 
ELearning in the context of social network and use of DRM has been discussed in 
[MTN08] and [GEKG07]. Digital watermarking technique has been proposed in 
[MTN08] by inserting a digital logo image that serves as watermark signals, in the audio 
stream of E-learning material. The authors in [GEKG07] suggested content sharing 
mechanism using fair use policy through network of peers and application of trust 
relationships. However, neither of the researchers adequately addresses the issues of 
accuracy and authenticity of content, its ownership, content management, learning 
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management, avoidance of contents, plagiarism and financial model for the share. Our 
research will focus on those issues. 
With recent developments in Web 2.0 that helps in linking, sharing and updating 
materials made easier. ELearning 2.0 can use the benefits of Web 2.0 for sharing learning 
contents, video, podcast and real-time interactions via digital media. However, it is 
important to understand the potential risk on security (authenticity, integrity, and 
confidentiality).  These risks could be, for example, a user could be hacked or an immoral 
user could access to confidential information, contents could be tampered, privacy of the 
user could be compromised (social network), plagiarism issues and authentication of the 
person for online test or access to the contents or eLearning platform.  
6.3 How to provide persistent content authentication and security  
An effective solution to protect a document is by embedding security features into it. The 
following are the six criteria that must be met to provide more effective protection for an 
electronic document throughout its lifecycle [Ado04]: 
1. Confidentiality:  maintain access to the user 
2. Authorization: maintain level of access or permissions to the user  
3. Accountability: maintain access history, who, how and when documents have been 
accessed 
4. Integrity:  check to ensure the original document has not been modified or altered 
5. Authenticity: check to ensure the document genuinely is the one from the sender or 
originator 
6. Non-repudiation: check to ensure the signatory is able to deny signing the document 
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The two major techniques that are in general used to address those security criteria are 
document control and digital signatures. 
The following sections identify and review the major technologies used to provide 
document control and digital signatures and identify the technologies. 
6.4 Mechanisms of Content Control 
6.4.1 Confidentiality  
Confidentiality is the mechanism by which access rights to a document or information is 
maintained at various level of abstraction so that unauthorized access cannot happen. To 
maintain confidentiality, encryption techniques can be applied by converting a plain text 
to an abstract nature called ciphertext. The encryption technique helps in managing 
document confidentiality and access protection. Decryption is the reverse mechanism to 
decode the encrypted data into the original plain text form. Such a mechanism of 
encryption and decryption are commonly called Cryptography.  
Any encryption technology consists of crypto keys. This key is used to generate 
ciphertext or encrypted contents from regular text or content. Then, decryption 
technology is used to recover regular contents from the encrypted data. 
There are two types of keys used based on cryptography algorithms. These are: 
• A single private key for Symmetric cryptography systems. 
• Public cryptography systems 
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Symmetric Cryptography Systems: 
Symmetric cryptography uses one unique key for integrated encryption and decryption 
techniques. It provides robust level of security and it will not be possible to tamper in to. 
The main issue in symmetric crypto is that both parties need the same key to implement 
the security protocol. In this case, providing same keys to both the parties are challenging 
to maintain security of the key.  
 
Asymmetric Cryptography Systems: 
Asymmetric cryptography uses public key cryptography techniques.  It is a combination 
of private and public key, one for encryption and another for decryption. The public key 
can be a freely distributed peer. However, private key remains secret to the owner of the 
content. When user-2 sends a confidential message to user-1, user-2 encrypts the content 
with public key. Then, sends the encrypted content to user-l. Since user-1 is the only one 
who has the secret private key, he or she can decrypt the content.  RSA, DSA, and El 
Gamal are a few examples of asymmetric/ public key cryptographic algorithms. 
 
Hybrid Encryption: 
Hybrid encryption is the process of applying combination of symmetric and asymmetric 
encryption techniques. In this case, public key of asymmetric cryptographic method is 
used to safeguard the private key of symmetric encryption technique, and then the private 
of symmetric encryption can be used to encrypt the information. In this technique, the file 
size is relatively optimal as this technique avoids individualized encryption of the 
content.  
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6.4.2 Authorization 
Authorization is the process of providing access rights to individuals so that unauthorized 
access to documents does not occur. This could be achieved by maintaining access 
control with permissions (for example, read, write, modify and execute) and dynamic 
document control.  
In dynamic document control, the content contains sufficient rights to be able to access 
by the user. In this process, the updates and distribution rights are maintained in an 
automatic and transparent manner. The owner of the content can update and release the 
contents without any intervention. The benefits of dynamic document control include, set 
expire date to access for the user, access control for the user with location and time and 
regular update by the owner and release new version at any time that is transparent to all. 
 
6.4.3 Accountability 
Accountability is the process of maintaining an audit trail on a document through an 
automated mechanism. Therefore, accountability has to be maintained with respect to the 
access of the secure contents. This includes the usability of the content in terms of use, 
how and when. The owner of the content can keep can track each recipient’s access to a 
contents. Automatic auditing can provide automated information passing on the access to 
secure contents. Once the recipient’s part gets the content then the owner get the 
notification as soon as the user opens the content.  In case the user could not open the 
content then the owner is informed about it automatically.   
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6.4.4 Integrity 
Integrity of content is maintained by digital signature. It guaranties the authenticity of the 
content and provides confidence to the end user. This could apply to any document or 
content such as, property records, deed, intercompany contracts court ruling, critical 
corporate data, etc. where the end user feels enough confidence on the authenticity and 
genuineness of the content. 
There are various ways to keep the integrity of the content. This can include  
• Cyclical Redundancy Checking (CRC): CRC provides safeguard from inadvertent 
changes that could happen to the content.  
• One-way hash: One-way hash contains a specified length of attribute named as message 
digest or hash value. It is like a biometric identification. Once the hash is incorporated 
with the content then the end user can find the authenticity of the content. Some of the 
hashing algorithms include SHA-1, SHA-256 and MD5. 
• Message Authentication Codes (MAC): MAC is the process of not allowing an intruder 
to alter the original content by incorporating a hash. MAC used private key with hash and 
call it hashed MAC or HMAC that safeguard the content in an efficient manner. 
 
6.4.5 Digital signatures  
A digital signature is the process of embedding the security keys (public and private key 
cryptography) to a document to make the document purely authentic and provide a level 
of access to the approved users. A digital signature provides a greater level of document 
security in terms authenticity, integrity and non-denial of signature. 
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This is imperative that when a user transmits content, the receiving end verifies the 
integrity, authenticity and non-repudiation pertaining to the document or information. All 
these can be achieved through a digital signature. A valid digital signature provides a 
recipient with a level of confidence that an authenticated sender sent the information and 
that it was not tampered with. Digital signatures are predominantly used for transmitting 
any kind of confidential information, financial transactions or access to any vital records. 
Digital signatures are important in detecting and avoiding any kind of forgery and 
tampering with vital document or information. 
The following steps could be used for digital signature: 
• Generate key: create private key using random alphanumeric characters 
• Signature creation: This is created bas on private and public keys 
• Verify signature: Verifies the message with authenticity using public key. This 
verifies the authenticity of the message and either accepts or rejects it. 
 
6.4.6 Authenticity  
Authenticity is the verification process of any information. A digital signature is used to 
verify the genuineness of the signer. Digital signature helps in automating the process of 
making electronic signature and verifying the identity person on signature.  This also 
ensures that the content has not been modified by anyone else over the process.  
In this scenario, the person sending the content uses PK (Public Key) encryption to 
encrypt the content and send it to the end user. The end user then uses the unique private 
key to decrypt the content. Digital signature is then used to authenticate the process that 
used public and private key.  In this process, hash plays an important role for private and 
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public key based security. If the original hash key matches with the hash key generated 
by the recipient then the document is considered to be authentic. The digital signature 
verification process provides a greater level of confidence regarding the authenticity of 
the document.  
 
6.4.7 Non-repudiation  
Non-repudiation is concept that stops the signatory of the content from refusing signature 
when it is challenged.  Non-repudiation ensures that a party in a dispute cannot repudiate, 
or refute the validity of the signature in the contract.  Digital signatures can be validated 
for non-repudiation through digital certificates and public key infrastructure (PKI). PKI 
can use mechanisms such as, Public-Key Cryptography, any third parties doing 
background check on the user, a database of digital certificate, cross validation, time 
stamping of validation and signature, etc. 
 
6.5 Issues of Security and Privacy in eLearning 
The most recent trends in eLearning have generated a growing need of privacy and 
confidentiality in eLearning applications. Therefore, it is a necessity of security and 
privacy system to satisfy eLearning security requirements [KKLY03]. In the case of 
personal eLearning or PELS, users are getting exposed in wider spectrum of Internet 
through learning platforms, social media, cloud computing, mobile devices, sharing 
contents, etc. This opens up more issues on security and privacy. In case of corporate 
eLearning, confidentiality, security and privacy are much more important for business 
reasons and retaining competitive advantage. It is important to keep the corporate 
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learning system in high level of confidence that competitors are not able to access to the 
learner resources or do not know the learning strategies of the company.  
Mobile eLearning is another emerging areas through which 100s of millions of people are 
accessing to the eLearning system and contents using mobile devices (Smart Phone and 
Tabs). The issue of security and privacy for mLearning or mobile eLearning is an 
important one, where anyone could try to access to user’s personal information that could 
be stored in mobile devices. Authors in [KKLY03] focuses only on security and privacy 
of personal information. However, in our research, we focus on protection of personal 
information as well the Content Security or Digital Right Management of the Contents.  
These contents are sometime highly confidential or needed to be authenticated or could 
be licensed from the proper authorizes where there are costs and rights to use involved. 
We properly address these issues in our research.  
Here are some of the concepts that we have formulated in our research for security and 
privacy in eLearning for personal and corporate level: 
1. Confidentiality:  We use Encryption technologies for document protection and 
managing confidentiality. Also, use, decryption technologies to decrypt the 
encrypted data to retrieve the original  
2. Authorization: Grant access to the user by checking user’s credentials, challenge 
question and sending public keys or unique activation keys to user’s mobile 
device or to email or through automated phone call validation and voice 
recognition or validating user’s image or biometric information for critical access 
(to access high level confidential information of the company or government’s 
secure contents). Access for the user to the eLearning platform either from 
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public/private cloud or corporate learning sites can be maintained using private 
keys and secure VPN or secure shell. 
3. Accountability: Maintain user logs and histories on the access that could be traced 
back to deal with any future security issues.  
4. Integrity:  This is used to check the integrity of the user information so that no one 
could alter user profile. At the same time, it must deal with integrity of the 
contents so that the content is not modified or tampered for reason by any 
unauthorized user. 
5. Authenticity: The authenticity of the contents could be maintained using Digital 
Right Management (DRM) or simple Water Marking Technique or Putting Digital 
Signature or inserting Security Keys to the document so that the user has the 
confidence that the document is genuine or coming from the proper source. 
 
6.6 Concerns on eLearning - a Question of Trust  
Trust is one of the biggest concerns for using any services online where there is no face-
to-face interaction. In case of eLearning, the parties involved are students, teachers, 
tutors, service providers, content providers, schools and the computing and network 
platform. There is considerable trust involved for each of the actors in this segment. The 
systems has to trust the student that he/she is a right student with the profile that needs to 
matched with the profile of the students and the login is not shared or hacked by anyone 
else. Moreover, his/her payments systems are been authenticated therefore the users do 
not deny any legitimate payment. There will be trusts on both sides (student and system) 
are been established with two-way authentication. For the teacher or, the trust model 
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might deal with his/her authenticity as a teacher/tutor, credibility with students and with 
the system as authorized as a teacher. For the service provider, it is important that the 
service provided must be committed to provide the services that have been promised to 
the student. The service provider will not share user’s personal information, credit card 
information, bank information, user preferences, and user learning behavior or any other 
personal information as such.  For content provider, the trust system must deal with the 
issues of access privileges for the user and the user must not abuse the system or would 
not provide unauthorized access to anyone or try to tamper the contents or abuse it.  
One of the best ways to establish a trust system is through “Digital Certificate” based 
mechanism. The Digital Certificate contains the owner’s personal information in terms of 
Public Key security. In this system, a certification authority issues a Digital Certificate 
that authenticates the user with the public key. In general, X.509/PKIX and PGP are the 
most commonly used systems for “Digital Certification” methods.  X.509/PKIX [PKI02] 
provides a framework for authentication using hierarchical Public Key Information (PKI) 
through a Root Certificate Authority (RCA). Here, security key is given to the user 
through Certificate Authorities (CA) through RCA. Another method is called PGP 
[PGP01] or Pretty Good Privacy (PGP). In this method, the trust can be established by 
through encrypted digital signature. Therefore, is does not need any PKI. This method 
seems to be simple where one can decide whether some can be trusted or not to provide 
access. Another interesting method on PGP is called “Web of Trust”. In this method, 
there is a need of more than one user signing and validating the digital certificate.  
X.509/PKIX and PGP methods have been working as one of the best ways establishing 
the trust mechanism on various online services. It has been effective in providing 
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verification and authentication of the parties under trust. However, Public Key is the 
main player in this mechanism that establishes the trust and confidence of the system. 
The question might be how do you trust the PKI provider or if their information is been 
compromised. This opens to the idea of authenticating the PKI provider itself.  
 
6.7 PELS eLearning Environment and Security 
Figure 6.7.1 depicts our Personal eLearning Systems or PELS Environment with the 
underlying Security systems that is represented by cloud. Here, we establish the trust 
mechanism and provide security for the user, contents, database, our application and all 
other service manager applications. We use simple Public Key mechanism to establish 
trust and secure access to our eLearning platform. We ensure that students’ access 
information, results, learning behavior and financial data are been secured and protected.  
We use the following six countermeasures as discussed earlier to ensure that interests of 
all the parties are been protected: 
1. User Identity and Authentication: Identify the user through unique ID or access 
via his/her Facebook or LinkedIn account that the user feels confident and 
comfortable with. In case of any need further authentication, we can use user’s 
security questions to answer. 
2. Authorization: Our internal system will authorize the user to access the right 
contents and level of access 
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3. Confidentiality: The information such as, access to certain contents, test scores, 
his/her learning behavior, user information, and etc. all are kept confidential or in 
some cases, it can be encrypted. 
4. Integrity: we make sure that user information or contents are not changed by 
anyone unauthorized. We keep multilevel security access to all the parties 
involved. 
5. Availability: we make sure that information for the user is available at any time 
and they are accurate  
6. Non-repudiation: we make sure that an user cannot take an action that can be 
denied at a later stage 
The above countermeasures are necessary to build a robust and trusted eLearning System. 
Those measures are not only required to protect the users and information, but they are 
equally important for the protection and success of eLearning business in general. 
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Figure 6.7.1 PELS Security Issues 
 
6.8 Adaption of eLearning Security Policy  
6.8.1 A Framework for PELS eLearning Security Policy 
Figure 6.8.1 illustrates the framework for our PELS Security Policy. Where, we adapt 
policies each of the stakeholders in this game. 
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Figure 6.8.1 A Framework for PELS eLearning Security Policy 
 
Here is the policy framework for each of the stakeholders:  
Student: Student might abide by the security and privacy policy offered by PELS, 
Teachers, Content Providers, Service Providers, Schools and Social Learning platforms. 
Each of the providers may have their own policies, security and privacy rules. PELS can 
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have “onetime” password control for all the services that a student subscribes through the 
system.  
Teacher: The instructor or teachers/Tutors/SMEs can have their own policies that should 
be aligned with PELS, School and Content Providers. The instructors do not allow any 
student any unauthorized contents or do not share student’s confidential information with 
others.  
Social Network: The student goes by the policies of Social Network and do not share or 
post any confidential contents. At the same time, the Social Network is abiding by the 
security and privacy policies of PELS.  
Service Provider: The purpose service provider is to provide additional services, such as 
payment services, student loan, tutoring services, access educational products, 
publications, journals, etc. The service providers can have their own security policies that 
PELS will align with. The student must abide by the policies while access or subscribes 
such services through PELS.  
Schools: PELS could be licensed to any of the schools. The schools must abide by the 
security policies adapted by PELS for access by anyone such as, students, teachers and 
administrators. At the same time, PELS will align their policies with school’s security 
and privacy policies so that any confidential information on the students, teachers and 
administrators are not be compromised with anyone. . 
Contents: The content providers have their own security a policy that has to be aligned 
with PELS polices. Anyone accessing contents through PELS will abide by the policies 
of both PELS and Content providers. 
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6.8.2 Access Scenario in PELS  
The individual access scenario to our system (PELS) has been presented in Figure 6.8.2. 
This describes a two-way handshaking that deals with access policies, user credentials, 
and level of access and payment system. In this scenario, the student or learner request 
access to the system at any time through his/her computer or mobile devices. The 
validation agent in PELS then validates the user credentials and in some cases it may 
send validation code to his/her mobile device for authentication (public key). The student 
then enters the validation code to gain access to the system. The system then authorizes 
the access. Then, the student can access to his contents that is allowed to the student. The 
system will check student’s payment and then ask for payment if necessary. If the student 
wants access to any other resources then the system will ask for additional payment as 
per service agreement or authorization by the system administrator.  Once payment is 
made or if it is up to date then the student will gain access to the system. Finally, if 
student is done with the session he/she either he/she can logout the session or the session 
will be automatically terminated for the security of the user and the system. 
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Figure 6.8.2 Access Scenario for PELS 
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6.9 DRM in eLearning 
6.9.1 Use of DRM in eLearning 
DRM stands for Digital Right Management. DRM addresses the way to manage the IP 
(Intellectual Properties) created by anyone in a digital way. DRM technology is a 
mechanism to provide access control [DRMX1] for the use of digital contents by 
managing access, copying or converting to another format. It puts a restriction on the 
specific digital contents of digital media. This access control can be achieved by 
enforcing access rights using digital means.  
Why DRM? 
The inventors or creators of digital content create IPs every day. These works are 
copyrights, IPs, company confidential documents, commercial values and Patents. 
Internet has made it convenient to share contents without much right management of 
restricted contents. Some of the works may be commercial in nature and this involves a 
proper license to use and the charging and collecting of fees. DRM protects both the 
inventors and consumers to freely use the artifacts within the boundary of a legal 
framework. 
Use of DRM 
With the development of DRM technologies, the content providers are able to safeguard 
the distribution and access to their contents in a safe and secure manner. These preclude 
any user of unauthorized access to the contents that that needs access right. DRM is 
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widely used to all digital media, contents and devices including online contents, eBooks, 
etc.  
The common market places for DRM are movie and music industry. DRM has recently 
been used digital media including Apple, Amazon and Netflix. Also, some of the video 
content delivery systems impose digital right management on hardware and restrict users 
to display without fees and store contents in a DVR (Digital Video Recorder). DRM is 
considered to be the main vehicle to protect digital contents from unauthorized access 
and use by anyone [Dow03]. 
 
Role of DRM in eLearning 
In every day digital life and on the www, many artifacts, and noble ideas are created; 
problems, and new design issues are solved. Someone may have solved several difficult 
problems using calculus, physics or engineering problems. These resources can be stored, 
used/reused and shared by the learning community through social media. All those 
resources are intellectually valuable and need to be protected and recognized through a 
DRM system. DRM will help authors; problem solvers, publishers and students obtain 
proper recognition and remuneration. There are many services that eLearning, under the 
umbrella of DRM, can provide, including the distribution of knowledge, sharing 
knowledge with a small to a larger group of interest, interactive search for Q&A, tutoring 
services, etc. Therefore, to make eLearning an effective platform, proper models and 
implementation of DRM is imperative [Dow03]. 
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The major issues and challenges in DRM and eLearning content security are the 
following: 
• Managing security keys and distribution protocol for the digital contents (say, 
notes, solutions, etc.) 
• Managing security of eBook and public domain documents to prevent tampering 
• Managing security of critical document such as design documents, training 
documents, important inventions and medical records for clinical trials 
 
6.9.2 DRM Technologies 
Controlling access to digital content is very much challenging, as the use of technology 
has been dramatically increased. It is important to have proper security and protection of 
the contents. At the same time, the content must be easy to access by the end user. Here 
are some of the techniques that can be used in DRM: 
A DRM system might use a combination of the following technologies [DRMX2]: 
• Authentication: The DRM server authenticates the user using secret key and 
random number 
• Copy protection: Technology to prevent copying analog or digital contents/data. 
Anti-copy technology can be built into the media (say, DVD, audio CD, Blue Ray 
device, etc.) 
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• Crypto graphics techniques: Various crypto technologies that could include or 
more of Encryption, Decryption, Digital watermarks, Digital fingerprints, Digital 
certificates, Digital signatures, and Product activation codes, etc. 
 
6.9.3 DRM in eLearning and Content Security 
DRM in eLearning addresses the Intellectual Property (IP) Rights of the learning content, 
documents and services. DRM enforces on binding legal rights to the artifacts so that the 
IP law covers every party involved.  
Some of the DRM terms that relate to eLearning content security and privacy [Dow03] 
are: 
• Intellectual Property Rights (IPR): as per WTO 2003 guidelines, IP right are the 
“rights given to people over the creations of their minds” This refers to providing 
IP ownership (such as, copyrights, patents and trademarks) which could be given 
to the inventor and/or his/her organization 
• Digital Right Management (DRM): enforcing license control by use of copy 
protection, encryption, and password protection and security devices. 
• Expression: this refers to expression of IP Rights to an eLearning artifact. 
• Right Expression Language (REL): refers to the format of expression language 
that can be understood by the content sender and receiver applications. 
• Enforcement: refers to putting certain restrictions on the content that prevents the 
user from undertaking that task (e.g., a course note in the instructor site can only 
be viewed; not copied or printed). 
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• Role Based Access Control: limiting access based on role (e.g., a group leader of 
the shared content can only modify the content; other members can only view it). 
• Persistent DRM: this means DRM remains persistent as the content moves from 
one device or network or application to another. Off-course, users credentials 
(password) will be used to provide access control so that the right person accesses 
contents. 
• Rights and Permission: this means a user was given permission to use the contents 
under certain conditions imposed by the owner or right-holder 
• Trusted: a system in DRM is called trusted if it passes the validation checks if 
applied to the system using security protocols (say, digital signature).  
 
6.9.4 Architecture of a DRM System  
DRM system deals with the contents, display devices (computers, laptops, mobile 
devices, TV, etc.), Internet, mobile network, etc. The content is managed by the content 
management system. There is a need for license manger and license server that will 
manage the access to the contents with due rights to be incorporated in. At the end user 
level, the host device will know the device that displays the contents. The host device 
defines if the contents could be transferred to any other format or transmitted to any other 
user. Major functionalities of a DRM System consist of bundling the artifact in DRM 
format by using encryption and then provide the contents to the users in a secure manner. 
In this section, we present our proposed DRM System for Personal eLearning System 
(PELS) that is shown in Figure 6.9.1.  
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Figure 6.9.1 PELS DRM Architecture 
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The following are the major artifacts involving in our DRM system: 
• Content Manager: The purpose of content manager is to manage content metadata 
and contents. The contents are been encrypted using suitable encryption 
algorithm. 
• License Manager: The license manager deals with license management, licensing 
policies, generating license keys and maintain security of license using 
encryption. It also manages the identity of the user or devices authorize any user 
or devices to access the license with its unique ID (say, Host ID or device ID). It 
looks at the payment mechanism and validates the license with payment (done or 
not). 
• User Manager: The user manager manages all various types of users, like, 
students, instructors, tutors, administrators and parents. It processes the requests 
for any access, license or contents for the user. It uses encryption and decryption 
technologies to process and transmits the information. 
 
6.9.5 Operation of PELS DRM System 
Figure 6.9.2 shows the operation of PELS DRM System. The Systems consist of the 
following functional blocks: 
• Content Metadata: Content metadata contains information about the content. This 
content is transmitted from Content Server to License Server.  
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• Content Server: The Content Server contains the repository of the contents with 
right level of protection on it. It waits for the devices to send request for the 
contents. 
• DRM Key generator: The Digital Right Management (DRM) key generator works 
with the content server to generate DRM keys for the contents on request. 
• License Server: The license server is responsible to generate and serve the license 
keys based on content request and then it is sent to the user devices with right 
DRM keys incorporated to it.  
• License Key Manager: The license keys are been received from the license 
manger checks the validity of it and then dispatches it to the proper devices with 
encryption and private/public key protection for the user. 
• eLearning Device Manager: The device manager manages all the devices that sent 
request to access to contents. It has the control over the devices on unauthorized 
access to the contents. It resolves any license or content related issues.  
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Figure 6.9.2 Operation of PELS DRM System 
 
6.10 Summary 
Document and information security has become part of our personal life. From personal 
messages to corporate documents, all need to be secured and authenticated using proper 
mechanisms. In this study, we reviewed a wide spectrum of document and information 
security that is applicable to many areas for examples, education, healthcare, finance, 
private and public documents, government/corporate documents, and mobile documents. 
They all share one thing in common that is to “guarantee the integrity of the document” 
and to protect the right or Digital Right Management (DRM).  
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It is the responsibility of individuals or an organization to more effectively manage the 
use of electronic documents by applying security parameters to the documents. These 
provide greater assurance in the confidentiality, authenticity, and integrity of 
electronically shared documents.  
DRM (Digital Right Management) is an important technology that is adapted to manage 
access control to documents. DRM can provide the safeguard to the digital contents so 
that it is not accessed or distributed in unauthorized fashion. DRM prevents unlawful 
access to private, copyrighted materials, e-books, medical records, mCommerce tasks, 
and consumer electronic devices. 
In this chapter, we propose a framework for security and privacy for Personal E-Learning 
System (PELS) and Digital Right Management (DRM) in the context of social network 
that will allow users to share knowledge with peers or anyone globally. Our proposed 
eLearning framework will allow users to share contents in a secured manner and avoid 
any kind of fraud, counterfeiting and content abuse.  
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Chapter 7 
7 PELS Implementation and Business 
Strategies - a Case Study 
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7.1 Introduction and eLearning Business Overview 
eLearning technologies have grown tremendously in recent years with the advent of 
smart devices and applications. This has been an encouraging development for content 
developers, problem solvers, academic scholars, and publishers who want to share 
resources with the global community. Now, with the ubiquity of computers and smart 
devices, information and services can be brought to anyone virtually anywhere in the 
world, 24/7. In terms of eLearning technologies, this means tutors and tutees can interact 
whenever they need to do so. 
The popularity of social media, we suggest that the time is right to unleash an eLearning 
Application may be called in our case  “PELS platform” that is based on our research 
work. Recent research shows that the market is ripe for eLearning businesses to thrive, 
since they can ride on the heels of other well-known social media services.  
VISION:  To be a premier education services provider in the world through an 
eLearning platform that complements traditional education by offering services to 
enhance quality, productivity and skills that enable peers to share academic information. 
MISSION:  To provide a platform of learning and collaboration that contains content 
authenticated by subject matter experts (SME) and that are customized for the needs of 
any individual at anytime, anywhere with basic computing machine and Internet service. 
CONCEPT:  PELS platform will be an eLearning software and services, which is based 
on our research work that enables groups of individuals to achieve synergy of knowledge 
and ideas through Web/Mobile Apps and Social Media. 
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We envisage our PELS platform will target grade–conscious K-12, undergraduate, and 
postgraduate students between the ages of 15–45. PELS platform will offer services via 
existing networks infrastructure, mobile devices, using Skype and social media. PELS 
platform will be able to collect and organize educational content and distribute it through 
the use of Internet technology and mobile devices. PELS platform apps will also manage 
the flow of content and enable sharing. It will also provide security and authenticity of 
the contents by using its proprietary technology. This venture’s primary product is the 
eLearning application platform. This includes a “problem-solution collaboration 
platform” in a social environment with a database containing eLearning contents. This 
may be ported to both iOS and Android eco systems. The products and services may be 
widely used in the following areas 1) Internet based learning, 2) Personal eLearning using 
media players, smart phones and tablets, 3) K-12 teaching aid, and 4) Intelligent 
Tutoring. 
 
7.2 Business Concept of PELS platform 
According to Global Industry Analysts reports [GIA10], global eLearning business is 
growing rapidly. PELS platform business concept will be developed to support the 
growing niche market segment in eLearning that is becoming more prominent with the 
recent growth of the tablet PC and Smartphone markets.  Many schools in the US started 
using tablets in the classroom. The current eLearning system provides online learning 
content, access to course notes, eBooks, video lectures and tutorial help.  A few examples 
of existing eLearning services include Khan Academy, TutorVista, Udemy, Lensoo and 
Notehall. They compete with each other mostly in content deployment and tutoring 
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services. In many cases, the content is free, but unauthenticated and to some extent 
unrelated to the day-to-day problems that students face. The current eLearning 
environment does not help students to organize their course content, review materials, 
find questions and answers, and get instant help from peers or experts.  
Conventional classroom based tutoring services can be expensive for middle and low-
income people as it could cost $45-$50/hour (source: Sylvan learning) in the USA.  It is 
important to have eLearning more flexible in terms of content adaption, problem and 
solution and practice test that helps to reduce learning time, improve quality, enhance 
productivity and save cost. The only alternative to learning will be either through trial 
and error experience or self-learning, which takes enormous amount of time. The PELS 
platform is designed to provide a value added learning environment for students who 
would like to learn the subject in shorter time and thereby excel in the tests. The PELS 
platform framework provides additional knowledge and learning skills to students outside 
the traditional classroom or conventional face-to-face teaching. Searching for a solution 
to a given problem is a difficult task as traditional web search often lead to “inaccurate 
and unauthenticated solutions” [PH97].  The lack of capabilities of small group or 
individuals lead to ambiguous problem definition followed by inefficient or inaccurate 
solution which fail to satisfy the need of student community.  
In addition to its organizational limitations, the current eLearning environment is also 
fragmented and broad. That is, it does not clearly address the individual needs of students 
excel in the class.  Our PELS platform will overcome the limitations of existing 
eLearning systems and address the specific learning needs of individuals by providing a 
personalized learning environment, a problem-solution collaboration application 
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framework ". PELS platform will focus on solving specific problems or questions in 
addition to providing basic services such as access to video/audio lectures on various 
topics. It will also provide problem-solution space to the users and allow users to share 
them in social network. For example, John has a calculus problem; he is stuck and 
looking for solution. He will use PELS platform database to find the solution. If he 
cannot find the solution, he will be able to call PELS platform or post the problem. Then, 
PELS platform expert helps in getting the solution done. John can share his problem and 
solution with his peers using social network. PELS platform will also provide access to 
authenticated content, SME support and allow sharing of “problem-solution” with peers 
using social media.  The objective here is not to replace the traditional classroom and 
paper based system. However, PELS platform will provide a value added learning 
environment for students who would like to learn the subject in shorter time with most 
effective manner and thereby excel in the tests. PELS platform will reduce the learning 
cycle time, improve quality, and allow sharing resources to peers. Students are moving 
from traditional paper based notebooks to tablet for easy access and sharing with peers. 
PELS platform will complement conventional classroom instruction through its 
application software and services, for examples its “Tutor on Demand” service. Tutor on 
Demand will link students to educators/SMEs in real time. The plug- and-play PELS 
platform will be deployed on web servers, tablets PCs, and Smart phones. Using the 
PELS platform social network and its SME support, the quality of solutions provided will 
be better compared to traditional learning practices. 
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7.3 Why PELS platform?  
With the recent explosion of tablet PCs and smart phones, an increasing number of 
people have ever-growing access to a multitude of information and educational 
applications. For the past few years, eLearning has been emerging as an important and 
necessary means for delivering and acquiring knowledge. For book publishers and 
content providers, it is a new way of doing business without much investing on print and 
reprint.  
Here are some factors that have pushed the evolution of eLearning: 
• Perception in methods of education has changed by gaining knowledge and skills 
through online sources and use of media devices (Tablet PCs). 
• The quality demanded today is much greater than that of yesterday, as instructors 
have more access to online resources. 
• Education is becoming much more competitive, especially for college admission. 
• Society is becoming more and more aware of the need for quality education and 
how technology can help in developing skills in a shorter period of time. 
• To enhance productivity, employers are seeking people who not only have 
multiple skills, but who can multitask effectively.   
• More and more people can use eLearning at own pace and bring balance in their 
work life. 
PELS platform is therefore designed to capture these trends and address the changing 
needs of students and educators. Table 7.3.1 provides four “P” analyses of PELS that 
depicts competitive advantage over the competitions. 
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Table 7.3.1 Four “P” Analysis of PELS 
Product – PELS framework supports 
native tablet apps as well as website URLs 
that ultimately maximize user satisfaction. 
It also focuses on the overall experience of 
the user.  
The platform has been categorized based 
on different subjects. All users can select 
the corresponding subjects and find the 
answers to those specific questions. For 
example, if users have any questions 
regarding the ohm’s law or quadratic 
equation they will find their answers under 
“fundamental of Electrical Engineering” 
and “Algebra” respectively. For example, 
when users buy a solution to a specific 
problem, they obtain content and video for 
related subjects from subject matter 
experts. PELS will focus on the following 
key business requirements: 
• User interface and Login 
management 
• Features 
Price –The pricing scheme includes 
analysis of user affordability and internal 
cost compared to competitors’ pricing 
models. During the first two years the 
company will focus on market expansion in 
various geographic settings by drastically 
increasing PELS market share. The 
company will also focus on delivering the 
value addition for price so that customer 
retention rate is high compared to 
competitors Following is the key issues that 
will be addressed when the pricing model is 
executed. 
• Segment-based pricing (schools vs. 
individuals or solo vs. group) 
• Price flexibility 
• Geographic based pricing and terms 
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• Customer service 
• Quality of knowledge 
• End user experience 
• Help 
• Payment methods 
• Frequency of product updates 
Place - This is a “learn anywhere” 
experience. Content and solutions will be 
delivered through laptops, tablets, and 
mobile devices via native apps or simple 
website URLs. Alternatively, educational 
products will be distributed via schools, 
universities, publishing networks and 
private training institutions. The following 
is considered in positioning strategy. 
• Market segment 
• Market exposure 
• Contracts and Support 
• Product release mechanisms 
Promotions – Aggressively advertises and 
persuade end users, such as students and 
tutors, to sign up for a free three month 
subscription. They will be encouraged to 
use the problem/solution custom library by 
SME’s in the PELS free sharing space. 
Promotion is done in four different ways: 
 1. Bulk promotion - where advertisement 
will be done on Internet, bulletin boards, 
TV, radio, and school or university 
editorials. 
 2. One-on-One promotion - where PELS 
sales agents will sell the services through 
personal connection or phone marketing.  
3. Sale Promotion - free trails for a certain 
number of months based on target segment 
4. Viral marketing - use social media as an 
 
 
 153 
avenue for viral marketing. The following 
concepts will be used in our promotional 
strategy. 
• Target market 
• Type of advertisements (banner ads, 
TV, radio, newspaper, corporate and 
charity discounts, online 
advertisements) 
• Sales strategy and Promotion mix 
 
7.4 Branding Strategy 
After successfully patent the PELS the developing and maintaining the PELS brand name 
and image may be the potential challenge to survive in the competitive eLearning 
landscape. PELS brand name will supplement our marketing strategy and will utilize the 
following mottos: 
• PELS is the go-to place for every student in a competitive world 
• Aiming for an A+ in the course, PELS will get you there. 
• PELS is part of life for anyone who wants to learn every day 
• PELS delivers knowledge and value 
• PELS enables learning effectively through social media and networking 
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7.5 Competitive Analysis 
7.5.1 Competitive Analysis 
Because there are numerous competitors in the eLearning marketplace, PELS must 
develop unique features and excellent service for its loyal customers. The table below 
depicts the value addition and product differentiation among the top four competitors in 
the eLearning market domain. PELS competitive landscape is given below. 
Table 7.5.1 PELS Competitive Landscape 
Company Product GA Production Customers Scalable Architecture Ease of Integration 
PELS √  √  √  √  
Lensoo √  √  TBD TBD 
Udemy √  √  TBD TBD 
Notehall √  √  TBD TBD 
2tor √  √  TBD TBD 
 
The above table clearly indicates that PELS provides all the basic features required to 
succeed in the highly competitive education service market segment. 
7.6 Summary 
This Chapter highlighted a future business plan for, PELS platform. The goals are to 
identify an unmet learning need in the market place and provide solutions to that need 
which can create a successful business PELS platform provides an application (Apps) 
framework for a personalized eLearning system that will allow sharing of problems and 
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solutions in a variety of subjects (for example, math and science) among students in K-12 
as well as professional exam candidates. PELS platform will enable students to organize 
personal learning, group learning, as well as help them share content with peers. PELS 
platform will also provide interactive learning tools with Q&A sessions and access to its 
content database.  
PELS platform services will include on-demand tutoring, SME help, academic advising 
for higher education and licensing of educational content.  
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Chapter 8 
8 Conclusion 
8.1 Introduction 
eLearning is a form of learning that involves electronic media or technology as an aid in 
learning, teaching and delivering contents and services. eLearning is expected to change 
the entire progression of education system in general. eLearning is an emerging area of 
research with well diverse areas of interest. These include some of the key research issues 
such as, personal learning, pedagogy, accuracy and authenticity of the contents, tools and 
technology, teaching practices and sharing knowledge globally with limited/unlimited 
security.   
In this research, we were effectively able to utilize the concepts learned in the Computer 
Science, Graph Theory, Cryptography, Content Security and Decision Science. These 
concepts include (but are not limited to) the following: 
• System Architecture 
• Learning Methodology 
• Bipartite Matching 
• Business Decision Model 
• Digital Right Management 
• Digital Signature Algorithm 
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• Content authentication and security 
8.2 Achievements 
In this thesis, we have studied the recent development in eLearning, content security, 
protection, authentication and use of Digital Right Management in eLearning. We have 
developed a Personal E-Learning System (PELS) and PELS platform in the context of 
social network that will allow users to share knowledge with their peers or anyone 
globally. We are working on developing the Web Apps (PELS). Our proposed eLearning 
framework will allow users to share contents in a secured manner and avoid any kind of 
fraud, counterfeiting and content abuse. In this research, we have developed an efficient 
algorithm on DRM of eLearning contents through digital signature and product activation 
keys. 
Content authenticity and correctness is one of the important challenges in eLearning as 
there can be many solutions for one specific problem in the cyber space. We use graph 
theory approach for mapping problems to solutions. In this study, we provide an efficient 
algorithm to partition question-answer (QA) space and explore best possible solution to a 
particular problem. Our approach can be efficiently applied to social eLearning space in 
which there are one-to-many and many-to-many relationships with a level of bonding. 
The main advantage of our approach is that we use QA ranking by adjusted edge weights 
provided by subject matter experts (SME) or our expert database. Finally, we use 
statistical methods called confidence interval and hypothesis test on the data to infer that 
how dependable and reliable the weights are. 
Document and information security has become part of our day-to-day work. From 
personal messages to corporate documents, all need to be secured and authenticated using 
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proper mechanisms.  We surveyed a wide spectrum of document and information security 
that is applicable to many areas such as, education, healthcare, finance, private and public 
documents, government/corporate documents, and mobile documents. They all share one 
thing in common that is to “guarantee the integrity of the document” and to protect the 
right or Digital Right Management (DRM).  DRM (Digital Right Management) is an 
important technology that is adapted to manage access control to documents. DRM can 
prevent unauthorized distribution of copies of copyrighted digital media. DRM prevents 
unlawful access to private, copyrighted materials, e-books, medical records, mCommerce 
tasks, and consumer electronic devices. We have developed a framework for eLearning 
Security in various levels (Student, Teacher and Administrator) and Digital Right 
Management (DRM) of eLearning contents. 
In summary, here are our contributions in this Thesis: 
• A through study on eLearning, content security, protection, authentication, use of 
Digital Right Management (DRM) and market in eLearning 
• Developed a framework for Personal E-Learning System (PELS) that we named as 
PELS platform. Developed algorithm for content authentication using bipartite 
matching and graph partitioning approaches. Also, developed algorithm that provides 
optimal matching in bipartite graph for eLearning problem and solution. 
• Established eLearning Analytics Ecosystem and Framework for eLearning Analytics. 
We use statistical methods of confidence interval and hypothesis test to verify the 
trustworthiness of weights in the bipartite graph that help us to develop the eLearning 
Analytics system and measure the Quality of Results (QoR). 
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• Enhanced a framework for eLearning Security at various levels (Student, Teacher and 
Administrator) and Digital Right Management (DRM) of eLearning contents. 
• Studied and developed comprehensive implementation plan for eLearning business 
called “PELS platform based on our research works. The major features of our 
Personal eLearning Application consists of, an Intelligent Tutoring system with 
Question and Answer (QA) testing platform, a QA database, security, authentication, 
knowledge sharing, real-time Tutor on Demand (ToD) and an integrated payment 
system.  
8.3 Future work 
In this research, we have presented a Personal eLearning System (PELS) that can be 
implemented by anyone anywhere to develop an eLearning platform from KG to year 12 
and University students, offering professional courses and for corporate eLearning. Our 
platform could further be extended for any role based professional training, developing 
certification program for professionals. Moreover, our application could be integrated to 
mobile carriers for contents, messaging and payment services using Mobile Pay. The 
major obstacle on eLearning is the fear from the teachers, schools and parents that it may 
impact the importance of face-to-face education. This issue needs to properly address so 
that teachers, schools and parents can use eLearning or tools as a potential addition (not a 
replacement) that effectively help all the parties involved and make their process more 
robust. 
Our QA authentication is based on bipartite graph and analytic system that is based on 
statistical method. These can further be extended or integrated with existing analytic 
tools, like, Google analytics to make it useful by anyone. We have identified educational 
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data mining and eLeanring data analytics as emerging areas in eLearning. In this thesis, 
we have proposed analytics framework and mathematical model for eLearning analytics. 
As for future work, once the PELS framework is implemented then data will be collected 
and analyzed using our analytics environment. This is a scope of future research.   
 
We have proposed security and privacy for Personal e-Learning System (PELS) using 
public key authentication mechanism. This can be further extended in the combination of 
public and private keys. DRM for eLearning is an emerging area of research.  We have 
proposed encryption and decryption methods for DRM on eLearning contents. Further 
research could be done in this area to authenticate eLearning device through software and 
customized hardware keys. Our research work in DRM can open new areas on how 
privacy, rights, authorization, and authentication of digital learning contents could be 
managed in open learning environment under social media. This also opens further 
research on any kind of malware attacks on individual learner that could impact 
individuals by knowing private information in the device.  In case of a business 
organization, the eLearning or a week DRM process known by an attacker or a 
competition could cost the company heavy price.  
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